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How to Audit your Google
Workspace for Education
Domain with GAT Labs

In this guide, we will take you through the steps you need to perform to
ensure your Google Workspace for Education environment is as secure
and well audited as possible.

These steps are essential in their own right and an essential part of tasks
such as SOC Il, FERPA, COPPA or CIPA compliance preparation or end of
year security audits. It requires a multi-faceted approach, focusing on
protecting student data, enhancing cybersecurity, and supporting mental
health and suicide prevention efforts.

Our goal is to show you how to achieve these tasks quickly and efficiently
with both the Workspace Admin console, GAT+ and other tools.

A prerequisite for performing most of these tasks is that you have installed
and granted full access to GAT+ for the root OU and all sub-OUs in your
domain. If you have not already done so, add GAT+ to your domain from
here. For certain additional browsing reporting, browser protection and
compliance tasks GAT Shield may be required.

If you are unfamiliar with the changes you are
making to your domain, it is always best to
take a screenshot of the existing
configuration and environment.

You can use these screenshots both as an
audit path and an aid to revert in the event of
unintended consequences to the changes
that you make.
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https://workspace.google.com/marketplace/app/gat+/199329000796

1. Access Management Audit:

1.1 Review user accounts to ensure that only authorized
personnel have access.

Understanding the security profile of each account and being able to see
that information in a clear presentable way is the key to this review.

After the GAT+ initial scan completes, the first item on the Audit and
Management menu is the Users audit. It covers many areas, from Basic
user configuration to their Drive usage to their security profile.

Selecting the Security table is an essential first step and allows you to see
which accounts have privilege or Admin rights, which have 2 factor
authentication enabled, which accounts are idle for a long time (perhaps
allowing for clean ups and saving license costs) and many other key fields.
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As with most tables you can select from multiple columns and all data can
be exported to a spreadsheet (a Google sheet or a CSV file).

Not only that, but as with most tables, the output can be turned into a
scheduled report, helping you meet your audit tracking and reporting
requirements. In the security table simply click on the Filter icon to
generate a report configuration table. To report on all fields in the report,
delete the filter definition. To make it a scheduled report, check the
scheduled box and complete the remaining fields as appropriate.
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1. Access Management Audit:

Name

Definition

Every Nirs! day of the month

Output type Spreadsheet - Google Drive

Report columns m Custom

Note the above step, as you will be able to do this again and again with
reports that you deem critical. To get the full report we removed the filter
selector, thus selecting everything.

1.2 Verify that former teachers, students or non-active
users are suspended, archived or deleted.

From the first table and selecting the sort function on columns you can see
how easy it is to report on inactive or suspended accounts.
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1. Access Management Audit:

1.3 Check for any external sharing of internal documents
and ensure it complies with school policies.

To verify the status here for each student and teacher we select a different
table in the Users report. Under the Drive table you can find statistics and

nearly every aspect of a user's Drive behavior. Each of the columns can be

sorted to identify such concerns as excessive sharing.
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Reports can again be exported or scheduled for export, thus providing
input for other reports or keeping a permanent record.

Every number is clickable to see the exact detail for each file including
exactly who it is shared with. In later sections we will discuss how to
revoke sharing and how to automate the sharing revocation process.

To manage user permissions, review and limit access rights based on roles
and necessities, especially for sensitive information.
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2. Administrator Role Audit:

2.1 Ensure that only a few trusted individuals have
administrative access.

This is a repeat of the first step in the Access Management Audit.
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However in this case we are focusing on sorting on the Admin column and
also paying attention to the User Roles column.

Best practice here is to ensure as few Admins as possible and that all
Admins have 2 FA in place and enforced. Many time consuming tasks
require Admin privilege with under normal use tends to lead to expansion
of the Admin accounts.

With GAT+ features such as ‘Delegated Auditors’ and tools such as GAT
Flow, nearly all Admin tasks can be defined as specific actions and carried
out by non-Admin users who are ‘sandboxed’ to perform just that task.

This greatly enhances security and ensures tight control over Super Admin
accounts.
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2. Administrator Role Audit:

In the above screenshot we can see how a Google Workspace Admin using
GAT+ can elevate an ordinary user to have audit and management control
over Google Calendars (selected as an example from a long list of areas
from Drive to Devices to mention just 2 more) for a particular OU or set of
OUs in the domain.

In this way a mundane admin task that would normally fall to a Super
Admin account to do can be done by a school’s principal assistant for
example.

2.2 Review the list of admins periodically and adjust their
permissions according to their job requirements.

As outlined in the Access Management Audit, this is a repeat of Step 1
with just Admin accounts selected and the report automatically generated
on a monthly recurring basis. The report can be emailed automatically to
the existing Admins, Auditors or Security Officers, for confirmation and
review.
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3. Student Wellbeing Audit:

3.1 Review online content filtering rules.

Web filtering is an essential feature for devices in a school domain. Proper
configuration can be checked with Google and GAT tools.

Ensure Secure Browsing
e Enforce Google Safe Browsing to protect students from malicious
websites. Site Access Control, provided by GAT Shield, enables admins
to create rules for Site access management and block specific websites
for students.

e Websites can be blocked also via Alert Rules in GAT Shield. With an
alert rule enabled, when the user visits one of the specified sites in
the Page URL Regex field, they will see a warning message and
be redirected to the chosen page.

Add alert rule - Visit

Alert rule name Alert on students visiting social media sites
Active (v]
Check page URL
proximity 6 If checked, addresses that differ from those in the list will be reported. This Is used to warn and protect
sers agalnst belng lured onto an Important:sit " " by 4 phishing att d 16 ldanf
Page URL Regex (pinterest.com|reddit.com|instagram.comifacebook.com)
i ] ages L d
Report site name (v
@ send
Scope Select or type an emai
IStud

Include sub. org. units

O Rule recipients, If no value is specified, all domain users are affected. If any value is specified, any use
whi mee he criterla Is affecled. Start typing for suggestions. Click on a selected item or hit TAB/COMMA

Utilize Third-party Monitoring Tools
e Consider integrating third-party monitoring tools such as GAT Shield
designed for education to detect harmful content, including indications
of cyberbullying or self-harm.
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https://safebrowsing.google.com/
https://gatlabs.com/knowledge/tech-tips/block-site-using-site-access-control/
https://gatlabs.com/knowledge/tech-tips/block-websites-visit-with-alert-rules/

3. Student Wellbeing Audit:

Enable Safe Search
e Ensure that Google Safe Search is enabled for all users to filter out
explicit content from search results.

¢ You can enable Safe and Image Safe Search, a search engine feature
that filters out inappropriate content. It allows selecting which users to
be affected by this Safe Search policy.

Configure YouTube Restrictions
e Make sure restrictions are applied on YouTube to limit student access
to inappropriate content.

¢ To manage YouTube in Google Classroom, you can use Teacher Assist.
This tool allows teachers to control the YouTube videos watched by
students. It allows viewing and monitoring students’ screens in real-
time and take action on their browsing tabs. You can block specific
URLs, channels, videos, and keywords on YouTube if you don’t simply
want to block the entire YouTube site access.

« @) Teachor Assist v

TEACHER - [
Base Settings Categories Channel Video Keywords
8§ Dashboary |
[=] classeooms Action/Adventure’ Block Anime/Animation  Block
88 G
SR NDs Autos & Vehicles  None Classics  Non
‘¢ Classroom Insights
Comedy None Comedy Block
B3 Attendance Spreadsheet
pocumentar [ O one
&3 Teacher Settings
Education  Mone Entertainment.  Bioek
ADMIN v
Family  Non Film & Animation  Block
& Acministratio
B YouTube ' Foreign  None [¢EITLIY  Obligatory Block
HELP - Horror. Block Howto & Style  None
9 How best to use Taacher Assist Mavies SEieek MusicBlock
News & Politics. Bloek Nonprofits & Activism  None
Sci-FifFantasy. Block Science & Technology  None
Short Movies, Block Shorts’ Bioek
Shows  Bloek Sports. Bloek
Thriller: Block Trailers. Bioek
Travel & Events  None Videoblogging Block

For more recommendations on content filtering, see section 8.1.3 of this
guide on the CIPA compliance.
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https://www.google.com/safesearch
https://gatlabs.com/knowledge/tech-tips/how-to-enable-safe-search/
https://gatlabs.com/education/products/teacher-assist/

3. Student Wellbeing Audit:

3.2 Audit and manage student activity in the class.

Teacher Assist, a tool specially designed for teachers, allows them analyze
and manage students’ screens while class is in session.

e Monitor students’ online activity in real-time, manage their screens
(Open, Close & Push screens) and review their browsing history.
Enable centralized tab inspection & blocking.

Also GAT Shield gives you an option to monitor student behavior in
Google Classroom in real-time. With automated alerts, you get notified on
students’ improper activity effortlessly.

e Create different alert rules and receive notifications based on student
activity. You can automatically take a screenshot or capture a webcam
image and attach it to an alert. Update and grant access based on the
severity of the activity performed by the student.

3.3 Review suicide prevention and mental health support
measures.

Monitor for At-Risk Behavior
e Allow non-admin users to review GAT Shield alerts and Site Access
events if needed. Admins can grant access to a Principal or HR staff to
deal with a student’s disturbing behavior and prevent harmful actions.

e Utilize Al-powered tools that can identify warning signs of self-harm or
suicidal ideation in students’ online activities. Ensure these tools
comply with privacy laws and ethical guidelines.

Educate on Support Mechanisms
e Regularly inform students and staff about available online support

mechanisms and encourage open discussions about mental health and
wellbeing in the classroom.
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https://gatlabs.com/knowledge/tech-tips/teacher-assist-overview/
https://gatlabs.com/knowledge/tech-tips/display-preview-in-shield-alerts/
https://gatlabs.com/knowledge/tech-tips/allow-non-admin-users-to-review-shield-alerts-and-site-access-events/

3. Student Wellbeing Audit:

3.4 Check the security dashboard for any suspicious
activity.

The GAT+ security dashboard enables Admins to keep students safe and
limit distractions while learning in the digital classroom.

R
He
Log
Ermail ent Challenge ~  Challenge Status Date
N
m [ o} re
= ve
i =
=d
s ype vent v D&
203 con

Starting with a ‘Users’ dashboard, it is designed to show Admins quickly
and clearly any unusual activity on their domain. Where applicable it
categorizes activity and events using a color code system where green is
normal behavior and red is either dangerous, a major event, or requires
particular attention.

This is designed to quickly surface issues of interest for the Admins
attention. There are 5 separate dashboards for the Admin to scan across,
each dashboard allows you to dive deeper into the alerts reported on that
dashboard. Apart from being tracked and recorded here, major security
events can also be reported via other channels in realtime.

o) GAT | =0s
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3. Student Wellbeing Audit:

3.5 Set up alerts for unusual activities, like an
unexpected increase in file sharing or login attempts
from unusual locations.

Enabling detailed alerting is critical for on-going security and timely
reporting. GAT+ has a detailed alerting configuration area, allowing you to
create real time alerts, many with actionable outcomes causing automatic
remediation, covering a wide range of Workspace areas.

Notify new apps with access

Actions cover alerts for a huge range of situations and can include steps
like revoking shares for inappropriate or not allowed file shares based on
recipients or RegEx. Examination of the content.

o) GAT | =0s
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4. Security Audit:

4.1 Ensure 2-factor authentication is enabled for all users.

This is a feature configured from the Workspace Admin console.

= o Admin Q,  Search for users, groups or settings a 8 ®

curty » 2-Step Verification
@
o=
-l 2-step verification S
2 Security Settings

Authentication Add an extra layor of Gecurnty o user accounis by asking userg 1o verify thol

a wally appled dentity wh password. Leam m

Orgonisational units ~
Lo Allow users to tum on 2-Step Verification
- Enforcement
Q@ - GATLabe O off

On
il Cloud ID Free @
() onfrom cx

- Engineers
@ Flow New user enrolment period
@ ~ 1 day
S

Frequency
Users can avold repeated 2 tioa at login on the ssed devices, Loarn more

Allow the user to trust the device
Methods

@® any

() Any except verification codes via 1ext, phone call

O Only security key

As a super Admin, in the Admin console, under Security settings, select 2-
step verification.

A useful tech tip here is to set an enrollment period, but set it short. This
will allow the new user time to log in and set up their 2-step environment,
including perhaps downloading the Google authenticator to their phone.
See more about this really powerful security utility here.
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https://support.google.com/accounts/answer/1066447?hl=en&co=GENIE.Platform%3DAndroid

4. Security Audit:

4.2 Regularly update the password policies and enforce
strong password requirements.

Password management for the domain is also done in this area.

= o Admin Q, Search for users, groups or sertings a4 8 ® #
v @ Ssecurity Secunty o Passwerd Management
Overview
A i g Password management ~
s Security Settings
« Authentication Pufwnrd rqamgmcnt Configure password policies foe your arganisation
2-e1ep vendication Crganisational units These policies dorft apply 0 some cases, such a5 when users ave authentcated by &
third-party iderhity atovider. Lears mces

Accolnt recovery
sdvanced Protection earch for organisational units Strength
Programma s ords L

« GATLabs

Login challenges Entorce strong password

Cloud 1D Free
Passwordless  BETA &
Engireers
gire Length
Password management Row At b betw
SSO with SAML
Loavers
applications
§ 8 100
S0 with third pasty 1dP it
MVZ-preduttion Strength and length enforcement
oy Changes 10 bngeh and trangth raque pliec
i
Shield Enterprice Tast
Support [ Enforce password policy at next sqn-in
Teachers Tests
» X Character tosts QU Reuse
[ Allow password reuse
E] Send feadback Expiry

2024 Geogle e Never expires =

This section allows for the setting of password characteristics, the most
important of which is probably length, 12 being a good minimum length,
but longer is better.

There is an open debate on the utility of forcing regular password changes.
It is something best considered in the absence of 2-step verification, but
we would consider 2-step verification an essential part of the login
process.
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5. Application Audit:

5.1 Assess third-party apps connected to your Google
Workspace and revoke any that are unnecessary or not
compliant with your security standards.

Third party apps gain access to your domain either through Admin installs
(like how you added GAT+) or through user based installs.

GAT+ reports on all third party apps via the Applications reporting section.
Your entire third party app installed base is assessed by GAT+ and graded
based on the extent of the API scopes they request. Sorting on this column
allows you to see which apps have the most access to your files, emails
and other potentially sensitive information.

Add Application Policy for 'Meetingbird'

You can also enforce Third Party App Policy from this area, allowing an app
or banning an app for a particular user, group or org unit.

Referring back to section 4 (previously mentioned) and the configuration
of alerts for unusual activity you can also use this to cover real time
alerting when a third party app is installed on your domain.

o) GAT | =0s
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https://docs.google.com/document/d/1X9Mfr36UIDFULQxcATtQKXRy4LGB_WhpciG1T3QfmKo/edit#heading=h.e2e33q9isqis

5. Application Audit:

5.2 Regularly review API permissions for any unusual or
unauthorized access.

This is really about reviewing the third party app table to identify risky
apps in terms of scopes requested. We try to make this process easier for
the admin by doing a bulk categorisation in the dashboard.

* 000
.

P00

64 13 42 3 o

This table is basically a summary of the Apps and Devices that have access
to the domain. All the numbers in the table are clickable, and clicking on
one will take you to a summary of the information behind it.

While reviewing after the event is useful as you come to grips with what is
on your domain, alerting on each new install is essential to ensure you can
allow users access to useful new apps while staying alert to the scopes and
information those apps request.
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5. Application Audit:

Again, the Workspace Admin console has some very useful configuration
options in this area.

® o

vreciory
Chrome browser
» [0 Devices

Google

A
i Workspace
Overview Marketplace

» Google Workspace

Additional Geogle services Groups

Web and mobile apps
Organisational units

.. Suogle Workspace

Marketplsce apps
Saarch for arganiaato

Aopalist
¥ GAT Labs
Settings
Cloud 1D Free
LDAP
Enginesrs
v Q Securty B

nal urits

o Admin Q  Search for users, groups or settings A R O m

Apps > Google Workspace Marketplace allowlist acoess setings

Showing settings for users in GAT Labs

Manage access to apps

Manage Google Workapace Select which Marketplace apps users can run and install
Marketplace allowlist access
@l Allow users 1o install and run any app from the Marketplace

() Allow users 1o install and run allowlisted appe from Marketplace
() Don't allew usere to install and run apps from the Marketplace

Mcst changss take effect within o fow minutes. Leaim more
YOu can view prior changes in the sudit log

Remember, third party apps are often very useful productivity tools and
blocking them completely can take away a huge amount of the utility of
the Workspace environment.

The best we can suggest is to find the correct balance for your own

domain.
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6. Drive and Shared Drives
Audit:

6.1 Review sharing settings to ensure sensitive information
is not shared with the wrong people or groups.

Review the Sharing settings for your domain in Google Admin console.

= 0 Admin Q  5eareh o usors, 9ouo Of SETHNGS 0 8 ©® m
: worezoece » o 2
L Drive and Docs ()
R
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-
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You can audit the Sharing options - to see if Sharing outside of the domain
is possible. Set global policies for sharing files outside your school, and
define the default link sharing visibility of new files.

The Admins can set up what sharing permissions to be allowed on the
domain.

Sfaring options Sharing outside of GAT Labs tester domain
- . et the highest leve! of sharing o o GAT Labs teater domain that you wart 1o skaw

") OFF = Files owned by users or shared drives in GAT Labs Cant be shared Outside of GAT Labs tester

Access Checker

when 3 uger shares & fils via 3 Google product other than Docs or Crive (.9 by pasting a link In Gmal

at the reciplents have occess. If not, when possible, Google wil ack the user 1o pick if
e file 10
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6. Drive and Shared Drives
Audit:

Drive shares can be audited in the Admin Console > Reporting > App
reports > Drive.

P 8

n
.

External sharee

This chart is useful to see if there was a sudden spike in external sharing.

Unfortunately the exact files being shared or their significance can’t be
seen from here.

However, with the many filter features of GAT+, including by date and

sharing direction (sharing in or out), you can see specifically what caused
the spike in the graph.

e Search for Shared Out (all externally shared out files) that are created
in the last X days.

e Search for Public files - that are updated in the last X days.
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6. Drive and Shared Drives
Audit:

Files filters

4 Adimie  ©Addgroup

In Google's GAT+, administrators have comprehensive visibility into and
control over all Google Drive files within their domain. This includes
detailed access to the actual files and their metadata, enabling the Admins
to take necessary actions with ease.

Navigate to GAT+ > Drive > Files to see an overview of all files/folders on
domain's Drives and Shared Drives, grouped in a table based on different
sharing permissions.

._lmvg,ls(“'

Note: those are not only a raw data in a table but also interactive filters
(when selected, GAT+ will return the relevant metadata).
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6. Drive and Shared Drives
Audit:

Filters can be applied to search for specific files based on any criteria you
can think of.

Jnnamad

simple finer

Definition

actide full days {00:00 to 23:59) or months (1 to lest day
»

© scheduled

Creates (relatve

Descrption
« Apply 2 Apply & Save Cancel

Events since 7d (Active)

Flle iD

First seen In GAT

Using File Content Search - you can use the Google Drive search operators
and search the contents of files. See the Google Drive search operators

here.

Navigate to GAT+ > Drive > File Content Search > Apply query to search
for file content.

4 Coment Searh
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https://developers.google.com/drive/api/guides/ref-search-terms

6. Drive and Shared Drives
Audit:

Using the Unlock feature, the Admins can gain access to view the file and
its contents. Admins can also change ownership of the files over to
different local users.

In GAT+ hyphenating them throughout to 1-click-filters are very useful for
seeing the big picture very quickly.

Files owned by External users where your users have access to them.

Total 183295 files/folders [_“” 120146 files [ 63149 folders ¥ 3337 Shortcuts
82 Open to i public 20163 Opan o specific external user(s) @ 5880 documents @ 1256 text files ;] 22782 1mage Nies
1784 Open to Public with link 62818 Open to specific internal usar(s) (ﬁ 55043 sproadsheets @ 275 audio fles Q 24180 PDFs

21520 Files owned by us shared out 2434 Files owned by others shared in o 818 presentations [8 1657 video files [T 17 maps
51098 Shared Drive Files 1523 Shared Drive Files with extra shares &8 100 forms ™= 32 sites %) 61 drawings
111352 Private 83 Trashed

60 Orphaned 0 Auth errors

3 Lost Dnves

One of the most important hyphenating 1-click-filters is Files shared in.
This information is available nowhere else and in no other tool. What is
critical about this information is that you need it to see the complete
picture of file usage on your domain.

Having applied the filter, further filters can be added and each file can be
examined in detail to see who the local users are.

6.2 Audit files in Drive to check for proper ownership,
especially users who have left the school.

In the Drive audit section of GAT+, admins can access comprehensive
information about files and their metadata in Google Drive. This includes
details such as the file owner, who it's shared with, when it was last
updated or accessed, and other metadata.
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6. Drive and Shared Drives
Audit:

Additionally, the audit will highlight if Google Drive files and folders are
owned by users within your organization and if they are shared with
external users. It will also indicate if files and folders are shared into your
domain from external domains.

Files where your users have access but aren't the owners will be flagged as
"Shared In." These are files owned by external users but shared within your

domain.

3] |-
- Paths Owner (omtees Managers Coomibutors ~ Viewers Upeated Flags Sharg tings Action
R GATL o ot iremd wawal
) B¢ : - 13 oy 0 -
——i v
B — e ) p——
e=m
T
) 3 - P o s
o=m
o 2 = e I g™
@ SOy I Tro—— - " S g i g : Spoctic o sanas |
- =m

Files owned by external users will be visually shown with an orange
background.

6.2.1 Audit files of people who left the school.

The Admins can also see all Drive files that are owned by users who are
suspended and all the users who the files are shared with.

o) GAT | =S
for education 24



6. Drive and Shared Drives
Audit:

All the suspended users will be shown visually and easily recognizable via
black background.
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6.2.2 Audit shared Drives.

In the Shared Drive audit of GAT+, admins get a complete view of all
Shared Drives within the domain. They can see metadata detailing which
users have access to the files and folders within these Shared Drives.
This section displays all the root Shared Drives in the domain, allowing
Workspace Admins to efficiently update and manage their data.

The Shared Drive audit in GAT+ offers various filters to help locate specific
Shared Drives quickly. Additionally, admins can take actions like adding or
removing user access directly from this interface. This makes it easy to
manage Shared Drives efficiently.
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7. Email Compliance and
Cybersecurity Audit:

7.1 Review email routing and delivery settings to ensure
compliance with data protection laws.

These settings are part of the Gmail configuration found in the Workspace
Admin console.

= oAdmm Q_  Search for users, groups or settings QL B @ # 0

pacn + Settings for Gmasl

™ Gmail

The default for most of the routing values is that nothing is set. However,
you should look through them to make sure that nothing is suspicious, or if
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7. Email Compliance and
Cybersecurity Audit:

One important thing to verify is that you have no outbound gateway set,
or if one is set, it is the gateway you expect. If your Admin account was
compromised in the past, hackers could use this value to route all email
through their servers before onward delivery.

7.2 Check for proper email authentication with SPF, DKIM,
and DMARC records to prevent email spoofing and
phishing attacks.

If you have not already configured SPF, DKIM and DMARC then the steps
to follow are outlined here.

To novice domain Admins these may sound intimidating but they are
actually quite easy to set up. Just make sure you have edit access to your
domains DNS records and that you know how to change them. You can
usually access these through your Google Admin console if you also used
Google to create your domain name. If not, you may manage your own
DNS or have an external DNS provider, like Hover or Amazon.

SPF (Sender Policy Framework), DKIM (DomainKeys Identified Mail), and
DMARC (Domain-based Message Authentication, Reporting &
Conformance) are email authentication methods that help protect email
senders and recipients from spam, phishing, and email spoofing. Here are
the advantages of each:

SPF (Sender Policy Framework):

e Prevents Spoofing: SPF allows domain owners to specify which mail
servers are permitted to send email on behalf of their domain. This
prevents unauthorized servers from sending emails pretending to
be from that domain.

e Easy to Implement: Adding an SPF record to your DNS settings is
relatively straightforward.
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7. Email Compliance and
Cybersecurity Audit:

e Reduces Spam: By verifying sender IP addresses, SPF reduces the
amount of spam and phishing emails received.

e Improves Deliverability: Emails from domains with an SPF record
are less likely to be marked as spam by receiving mail servers,
improving deliverability.

DKIM (DomainKeys Identified Mail):
e Ensures Message Integrity: DKIM provides a digital signature that
verifies that the content of the emails has not been tampered with
during transit.

e Domain Reputation: Helps build a good sending reputation for your
domain, as email providers can verify the signature against your
domain's public key published in the DNS.

e Complements SPF: DKIM complements SPF by adding an additional
layer of trust, ensuring that not only the sender IP is authorized, but
also that the message content is trustworthy.

DMARC (Domain-based Message Authentication, Reporting &
Conformance):
e Combines SPF and DKIM: DMARC uses both SPF and DKIM to
provide a robust defense against email spoofing and phishing attacks.

e Policy Enforcement: DMARC allows domain owners to specify how
receiving mail servers should handle emails that fail SPF and DKIM
checks. This could include reporting the failure, sending the email to
spam, or outright rejecting the message.

e Reporting Capabilities: DMARC provides reports back to the domain
owner about emails (both legitimate and fraudulent) that are claiming
to be from their domain. This allows domain owners to identify and
address potential issues.
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7. Email Compliance and
Cybersecurity Audit:

e Increases Email Trust: Implementing DMARC can increase the trust
recipients have in emails from your domain, as they know that the
emails have passed strict authentication checks.

e Protects Brand Reputation: Helps protect your brand from being used
in phishing scams, which can otherwise lead to a loss of customer trust.

By implementing SPF, DKIM, and DMARC in conjunction, organizations
can significantly improve the security and reliability of their email
communications. These protocols are part of a layered defense strategy
that helps to authenticate the source of emails, preserve the integrity of
the messages, and build trust with email recipients that the
communications are truly from the claimed sender.

To ensure the integrity and trustworthiness of your domain’s emails, it is
important that you follow these steps and configure these controls.

7.3 Audit any email forwarding rules to scan for sensitive
information and to prevent data leakage.

These are user settings and if a user account was compromised, it is a likely
setting for a hacker to change. Once in place, the user often is not aware of
its existence and their emails will be forwarded in the background.
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7. Email Compliance and
Cybersecurity Audit:

Using the GAT+ user audit, under the Email Info table, the Admin can
quickly see which accounts have forwarding enabled. You can see if there
are any suspicious forward destinations and alert or confirm with the end
user if this is what they intended.

Email delegation is also a potential backdoor to a user's mailbox and email
delegates should also be verified (see next column over).

Of course email forwarding from a user account can be set up at any time.
GAT+ supports real time alerting for Admins when this happens.

Alert on email delegation

Alert on new Gmail filters

Alert on new email Send As

Again the configuration for this is found under Alert Rules in the GAT+
configuration menu, Emails being the selected type.

Another important alert to receive is if email delegation to an account has
been enabled. This will allow an impersonator to send and receive emails
on the users behalf and grant full access to their mailbox.
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8. Compliance Audit:

8.1 If your organization is subject to regulations like
FERPA, CIPA, etc., ensure that your Google Workspace
for Education settings comply with these standards.

Ensuring compliance with legislation such as FERPA, COPPA, GDPR and
HIPAA in Google Workspace is often a case of following best practices or
verifying that your contract with Google includes these areas.

Google complies with many these regulations ‘out-the-box’ but it is
important to consider that compliance is not just a contractual control, but
also the manner in which you manage your environment is an important
factor to achieve and maintain compliance.

In this section, we outline some of the key topics admins should consider
for each regulation.

Please see the Google Workspace for Educations Terms of Service for
further details and always review your contract terms with a legal
professional when in doubt.

8.1.1 For FERPA (Family Educational Rights and Privacy Act)
Compliance:

The Family Educational Rights and Privacy Act (FERPA) requires schools to
protect the privacy of student education records and also make them
available, on request, to parents, eligible students or a third party if an
eligible student or parent has given consent in writing.

This is an important factor to consider when conducting your Google Drive
audits (as outlined in section 6 of this guide) and ensure that student
education records are kept private and stored securely.
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8. Compliance Audit:

Additionally, you may be required to provide access to this data in the
future. Consider retaining student accounts for a period of time after they
have graduated, so access can be granted or consider using Google
Takeout as a method to provide access to the student records, without
having to provide direct access to your Google Workspace environment.

8.1.2 For COPPA (Children's Online Privacy Protection Act of
1998) Compliance:

If you're based in the US, you're probably already familiar with the COPPA
legislation aimed at protecting the collection of data for children under the
age of 13.

Workspace accounts can be used in compliance with COPPA, but Google’s
Terms of Service requires schools to have been granted parental consent in
order to be compliant. We recommend checking that consent has been
granted as a prerequisite task; prior to creating Workspace accounts for
students under the age of 13.

GAT+ can help you auditing FERPA and COPPA compliance:

Student Data Identification

e Localize all the people who have access to student info using "Live
Content Search" in Email section of GAT+ and "File Content Search"
in Drive.

e Search for a student's name to see where their name has been added,
and then see who has access to any file or email that mentions a
student's name or email address, and who has or has had access to
them.

e The records can be exported into Google sheet or CSV and present to
the admin or parents.
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8. Compliance Audit:

8.1.2 For GDPR (General Data Protection Regulation) Compliance:

Whilst logged in as a Super Admin, navigate to Account settings > Legal &
compliance. Scroll to the “Security and Privacy Additional Terms” section
to review and accept the following terms if applicable:

Cloud Data Processing Addendum (CDPA)
e Make sure you've reviewed and accepted Google's DPA, this is
essential for GDPR compliance.

Indicate if the EU data protection law applies to you
e Review and certify if applicable to your organization

Additionally, review your Google contract and consider the following:
EU Model Contract Clauses:
e Incorporate EU Model Contract Clauses in your contract with Google if

processing data of EU citizens.

Data Access and Control:
e Regularly review who has access to personal data.

Security and Privacy Additional Terms Review and agree to the amendment(s) below if applicable to your
g i\ .

Cloud Data Processing Addendum (CDPA)

REVIEW AND ACCEPT

Indicate that the EU data protection law applies to you

lick the button balow

Google Warkspace/Cloud ldentity HIPAA business associate

REVIEW AND ACCEPT

DONE
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8. Compliance Audit:

e Use Google's advanced protection settings to control access to
sensitive data.

Data Export and Deletion:
e Ensure you can export or delete user data in compliance with GDPR's
"right to be forgotten." GAT+ powerful search tools will help you
identify this data across Calendar, Drive and Email.

Secure Email Practices:
e If using Gmail to transmit PHI, ensure emails are encrypted and secure.

e Consider additional email security measures or third-party encryption
services.

Data Backup:
e Ensure regular backups of PHI to prevent data loss.

Incident Management:
e Have an incident response plan in place for potential data breaches.

8.1.3 For CIPA (Children’s Internet Protection Act) Compliance:

To ensure compliance with the Children's Internet Protection Act (CIPA),
which requires schools and libraries that receive certain federal funds to
implement internet safety measures, Google Workspace for Education
(formerly G Suite for Education) administrators should configure a variety
of settings. These settings are focused on filtering harmful content,
monitoring usage, and educating users about safe internet practices.

Here's a guide to configure Google Workspace for CIPA compliance:
Content Filtering:
o Utilize Google SafeSearch to filter explicit search results on Google

Search. GAT Shield can help you do this.

¢ In Google Workspace for Education, enforce SafeSearch for all users.
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8. Compliance Audit:

e Consider enabling YouTube Restricted Mode to limit access to age-
inappropriate content.

e For schools using Workspace and Chrome, GAT Shield offers a single
checkbox to enable all of the above recommendations and apply a
special URL filtering category to block sites that are not CIPA
compliant.

CIPA Compliance
© Quick help
If you are allowing children to access your domain then you need to be CIPA (Chidren's
Internet Protection Act) compliant. GATLabs has now made this easy. Clicking ¢ e
box below will enable th compiance over your entire domain or over a selected OU
and it's SUB QUs. The followang features are enabled ...
Cﬁ General & CIPA - A special URL filtering category called CIPA-Compliant-Category is enabled and all sites

under this category are blocked
Strict Safe Search tor both words and images on Google is enabled
- Restricted Youtube access is enabled

- Access 1o web sites via |P addresses is blocked. (This blocks access to proxies that are
not covered by name also.)

Each category can be individually tailored or expanded under its respectve configuration
area on the (URL &
setting for all educational domains.

oty could be edited only there), We recommerd this

Enable CIPA compliant
features

Scope Select v

Supervised User Accounts:
e Create supervised accounts for students using Google Workspace,
which allows for monitoring and controlling their activities.
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8. Compliance Audit:

Monitoring and Reporting:
e Regularly review audit logs and reports in Google Workspace Admin
Console to monitor user activities and ensure compliance with internet
safety policies.

e Use Google Workspace's reporting features to track and record online
activities, which is essential for CIPA compliance.

Email and Chat Controls:
¢ Implement Gmail and Google Chat restrictions, especially for younger
students, to prevent exposure to harmful communications.

e Utilize moderation tools and consider implementing content
compliance rules to limit email exchange outside the school's domain.
Steps to configure content compliance rules here.

Application Control:
e Manage the applications that users can access in Google Workspace.
Disable or limit access to applications that are not appropriate or
necessary for educational purposes.

Educational Programs and Policies:
¢ Implement educational programs for students about responsible and
safe internet use.

e Develop and enforce an internet safety policy as required by CIPA.
Both GAT+ and Shield can help with enforcement of this policy.

Customizable User Settings:
e Customize user settings based on age groups or grades. Different
restrictions might be appropriate for different age levels.
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8. Compliance Audit:

Google Classroom:

e Use Google Classroom to create a controlled environment where
teachers can share content, assignments, and communications with
students. GAT Teacher Assist supports the live monitoring of students
in Chrome by both teachers and principles.

Parental Notification and Involvement:
e Keep parents informed about the internet safety measures and policies
in place. With GAT Shield, parents can monitor their own child’s
browsing usage and activity.

¢ Involve parents in monitoring their children’s internet use where
appropriate.

Regular Audits and Reviews:
e Conduct regular audits of your CIPA compliance measures and update
them as necessary.

Device Management:
e If using Chromebooks or other devices managed through Google
Workspace, utilize the Chrome Management tools to enforce safe
browsing standards and GAT Shield to track device usage.

Remember, while Google Workspace provides tools that can help in
achieving CIPA compliance, the ultimate responsibility lies with the
institution to ensure these tools are correctly implemented and used.

Always tailor the settings to the specific needs and circumstances of your
institution, and regularly review your compliance status, especially as
technology and regulations evolve.
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8. Compliance Audit:

8.2 General Best Practices

¢ Implement strong password policies and enforce two-factor
authentication.

e Limit the use of third-party apps and add-ons. Use GAT+ Apps
monitoring to assist you tracking and audit log preservation.

e Conduct regular security assessments and compliance audits.

Note:
e Consult a Legal Expert: Always consult with a legal professional or a
compliance expert to ensure that all your practices are in line with
GDPR requirements.

e Customize According to Need: The exact requirements may vary based
on the nature of your organization and the data you handle.

8.3 Use Google Vault to set up retention policies and legal
holds appropriately.

Google Vault is an information governance and eDiscovery tool for Google
Workspace. With Vault, you can retain, hold, search, and export users’
Google Workspace data. This helps organizations comply with legal and
regulatory requirements by retaining important information for a specified
period. Google Vault has a select few key features:

Keep data for as long as you need it.
¢ |f your school is required to preserve data for a set time, you can
configure Vault to retain it. Data remains available to Vault even when
users delete it and empty their trash.
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8. Compliance Audit:

Remove data when you no longer need it.
e If your school is required to delete sensitive data after a set time, you
can configure Vault to remove it from user accounts and purge it from
all Google systems.

Search through all a users Google Workspace data
e Using keywords and dates within a specific range you can bring up data
that may be required at some point for regulatory purposes.

If your domain has Google Vault license add-ons, a GAT admin can use GAT
Flow to create a Vault export as part of your offboarding process.

GAT Flow allows an admin to create an export for a matter, if and when
certain conditions are met, when configured by admins.
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8. Compliance Audit:

For example, with GAT Flow, an export o
could be created as part of a conditional l
case, offboarding process.

With this setup, an export will be |
created on account depending on a / \J
certain condition being met for that .
account, for example the departing user
could be moved to a ‘departing
manager’ group as part of the exit flow.

This would automatically trigger your
Vault export Flow stream. In this way
you never need to worry about visiting a
separate app, or the cost involved if you
were creating the export for every user.

ZO0——OF 30

If you are not paying for Google Vault licenses, you can still use the ‘Email
content search’ in GAT+ to search for specific terms, between any dates,
for any active user on your domain.
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9. Training and Policy Audit:

9.1 Ensure that all users are trained on how to use Google
Workspace securely.

Training is an essential part of ensuring that students and teachers can use
Google Workspace safely. While GAT Labs do not provide user training,
with GAT Flow used in the onboarding process, the user environment can
be extensively prepared for each new user.

This can include sending appropriate onboarding emails, adding
appropriate training material to their drives, adding users to their correct
calendars and groups and much more.

Regularly educate students and staff about cybersecurity threats and safe
online behaviours. Teach the importance of maintaining a positive digital
footprint and the implications of online behaviour.

In particular we recommend using Security Awareness training tools such
as Knowbe4 and conduct regular training for all staff, on at least an annual
basis.

9.2 Make sure your school’s policies for data handling are
up-to-date and aligned with features and services provided
by Google Workspace.

Creating appropriate corporate policies for data handling is crucial to
ensure the security, integrity, and confidentiality of data, as well as to
comply with legal and regulatory requirements. Here's a guide to
developing effective data handling policies:

9.2.1 Data Classification:
e Define categories for data based on sensitivity and confidentiality
(e.g. public, internal use, confidential, highly confidential).
e Establish handling protocols for each category.
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9. Training and Policy Audit:

9.2.2 Data Access and Authorization:
e Implement strict access control policies. Only authorized personnel
should have access to sensitive data.
e Use the principle of least privilege, granting employees access only to
the data necessary for their job functions.

9.2.3 Data Collection and Storage:
e Define what data can be collected, and ensure it's in line with privacy
laws (like GDPR, CIPA).
e Determine secure storage solutions, whether on-premises or in the
cloud, and ensure they comply with regulatory standards.

9.2.4 Data Transfer and Sharing:
e Establish protocols for secure data transfer, both internally and
externally.
e Set guidelines for data sharing with third parties, including
requirements for encryption and secure transmission methods.

9.2.5 Data Encryption:
e Encrypt sensitive data both at rest and in transit. Thankfully this is a
native feature of Google Workspace but consider implementing strong
encryption for any legacy systems to protect your data.

9.2.6 Data Retention and Disposal:
e Define how long different types of data should be retained, in
accordance with legal and business requirements.

9.2.7 Data Breach Response:
e Develop a data breach response plan outlining steps to take in the
event of a data breach, including notification procedures as per legal
requirements.

9.2.8 Employee Training and Awareness:
e Regularly train employees on data handling policies and the importance
of data security.
e Keep staff updated on new data protection practices and policies.
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9. Training and Policy Audit:

9.2.9 Monitoring and Auditing:
e Regularly audit data handling practices to ensure compliance with
policies.
e Use monitoring tools to detect unauthorized access or handling of data.

9.2.10 Regulatory Compliance:
e Ensure that data handling policies are in compliance with all relevant
laws and regulations, adjusting as these evolve.

9.2.11 Policy Review and Update:
e Regularly review and update the data handling policies to reflect new
technologies, business practices, and legal requirements.

9.2.12 Incident Reporting:
e Establish clear procedures for employees to report security incidents or
policy violations.

9.2.13 Vendor Management:

e If using third-party vendors for data processing, ensure they adhere to
your data handling standards and are compliant with relevant
regulations. Both Google and GAT Labs are SOC Il compliant and
certified.

Remember, effective data handling policies are not static; they should
evolve as new threats and technologies emerge. Some versions of Google
Workspace support the addition of ‘Drive Labels’ for document
classification. GAT+ on all versions of Google Workspace supports the
addition of ‘tags’ to documents for classification, reporting and security
management.

While all of the above looks like a huge task, remember there are only
going to be a limited number of data categories (see point one above) and
everything else follows from that. Many of the items such as encryption
are just checkboxes. Both Google and GAT metadata is encrypted at rest
and in transit.
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10. Use Native
Google Workspace Audit:

Utilize the reports and audit logs provided by Google
Workspace to get insights into various aspects of your
environment, such as login activity, access patterns,
potential security breaches, etc.

Google provides very detailed health checks for your environment, they
provide recommended steps and check boxes for medium and large
domains (more than 100 users by their count) which can be found here
and for smaller domains (less than 100 users) which can be found here.

You will see that these steps are complementary to the steps and
processes you enable in GAT+.

In most cases GAT+ is designed to ensure active compliance with rules and
standards you set up using the Google checklists. GAT+ is also designed to
provide detailed and scheduled reporting on a level that meets audit and
compliance standards.
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BONUS
Regular Reviews:

Conduct regular audits to ensure ongoing compliance and
security—quarterly or biannually, depending on the size of
your school.

GAT+ reports can be scheduled to be monthly, quarterly, biannual or even
weekly basis depending on your requirements.

These reports provide a written record of, and health check for your
Google workspace environment.

Keep abreast of new features and security updates from Google
Workspace. Regularly review and update your security policies and
practices accordingly.

Establish a feedback loop with users to continuously improve security
measures and address any concerns or emerging threats.

Conduct periodic audits of stored data to identify and remediate any
improperly stored sensitive information.
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Dive Deeper Into
GAT Labs

EXPLORE MORE

VISIT OUR WEBSITE

SCHEDULE A DEMO

15 DAY FREE TRIAL
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