GAT Knowledge Base

Block Websites Accessed via Google
Translate with GAT Shield

Chrome Audit & Management - https://gatlabs.com/knowledge/tech-tips/block-access-to-prohibited-sites-via-google-

translate-with-gat-shield/

GAT Shield helps Google Workspace admins protect their users by monitoring all activity and

providing real-time DLP on ALL sites.

As a web-filtering solution, GAT Shield also allows the Admins to apply policies and block access to

prohibited sites for end-users.

When preventing Students from accessing prohibited sites, make sure there is no way to bypass

the rule.

The forbidden websites can still be accessible through Google Translate, which converts text URLs

into easily accessible hyperlinks.

With GAT Shield functionality, you can make sure your educational environment complies with

your policies and no one breaks the rules set up.

How to Block access to prohibited sites
To set up the rule that prevents bypassing the policies for accessing Google Translate.

Navigate to GAT Shield > Site Access Control > Predefined Categories
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Predefined Categories ()

4+ New view

Search category by website

Category 3
ads

all

astrology
audio-video
banking
bitcoin
blasphemy
blog

blogspot-x

celebrity

Predefined Categories Copy §{ X

Description

All known advertising domains.

All URLs are blocked when a Block Rule is created usin.

Astrology-related websites.

All audio and video streaming websites.

All online banking and financial institution websites.
Websites related to Bitcoin and cryptocurrency trading
Websites containing blasphemous content.

All general blogging platforms and personal blogs.

All Blogspot subdomains.

Websites focused on celebrity news, gossip, and enter...

Different options from the menu will be displayed.

Identify the required predefined category

Category ~ Modified since =+ More

A e . >
Yo Advanced =m: 5 C
Website count 3 4 Modified :
7328 2 days ago
0 2 days ago
4 2 days ago
3396 2 days ago
4543 2 days ago
166 2 days ago
9943 2 days ago
1457 2 days ago
25792 2 days ago
622 2 days ago
Records per page 25 ~ 1-250fmany < >

Under the Predefined categories (1) apply a filter and search for a Category (2) called:

translate_goog_sites.

This will return a predefined translate_goog_sites category (3) so you can start configuring a

rule based on it by clicking the Create a rule for this category button (4) that appears to the

right of the category record when you hover your cursor over that corner.
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Search category by website Category ~ Modified since

Category 3

translate_goog_sites

Description 3

All translate.goog subdomains used by Google Translat...

Create a rule for a pre-defined category

=+ More

In the new window, 'Create Rule for: (translate_goog_sites)

e Rule name - enter a rule name (1)

Y. clearall Y Advanced =

Website count 3

0

o Category - it will be displayed by default as translate_goog_sites (2)

+ Modified :

m:i 5 C

os/ot2025 oateiss () €
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e Action - Select what action to take (3)

o Rule action - select the action to Block (4)

o Redirect URL (optional) - enter the URL to which the rule will redirect the user (5)

+ Create Rule For: translate_goog_sites
Name & Category @

Rule name *

google translate block

[Irans\a'.e,goog,snes e
Action @ e

@ Select the action which will be taken when users concerned by this rule visit a website in this category.

For Block action customize the Redirect URL @

To customize Redirect URL you can use the following variables:

o [EID will be replaced with the URL the browser visited{URL-encoded)
(XD will be replaced by the category name

The default Redirect Page is a simple block page within the GAT Shield extension

Rul 1 -
Block o x Redirect URL e

Select a Scope for a pre-defined category

Select the users from whom this rule will be applied - Scope (1)

e Scope - pick one of the options from the drop-down menu (2)
o User - Select an individual user or users
o Group - Select Group of users

o OU - Select parent Org. Unit of users

= Include sub. org. units - toggle this option to include child org.units

o All users - sellect all domain users
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+ Create Rule For: translate_goog_sites
translate_goog_sites

Action @

For Block action customize the Redirect URL @

Rule action *

Block Redirect URL

Scope @ o

@ Select the users for whom this rule will be applied.

Scope type *
All users

User

Group

Reset Create

Additional Options (optional)

You can configure Additional Options (1) of the rule as follows:

e Toggle the Apply this rule only for Chromebook devices option (2) to apply it only for

Chromebook devices
e Rule description - Enter the rule description (3)

e Add Time Restriction - Specify the date and time during which the rule will be applied

Once ready, create the rule (4).

+ Create Rule For: translate_goog_sites

Scope @

Scope type *
All users

Additional Options o

You can configure rule to apply it only for Chromebook devices

1 Apply this rule only for Chromebook devices e

Rule description o

<+ Add: Time restriction o
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Results

Saving the rule will activate it and display it within the "Rules" section of the site's Access Control

panel.

Qom

V:110.0 API: 1.5.777 © 2025 GAT Labs &

o sHEELD €)

Reporting
Audit

Site Access Control e

User Defined Categories

Predefined Categories

Rules o

Block Partial Content On Pages
Events

Block Page Configuration
Alerts

Rules

Notifications
Commands
Configuration
Delegated Auditors

Admin Log

Ualn @ Cimnart

Rules @
@ Z:::::‘f‘lle; website or URL is allowed / blocked for a user ’ E:l 23:::::\‘::': :I’:::cs:::siles or URLSs for a user or group 4
4+ Newview Rules i X
Search rule by website Rule name ~ Active Action + More % m:: 9 C
D Rule name Active Action % Description 3 Category type 1 Category
[ D google translate block o O Block - Predefined translate_gt J

Records per page 2% ~

1-250fmany < >

As a result of the rule, the Students can still use Google Translate, but won't be able to access the

sites through it:

Using the hyperlink from Google Translate will redirect students to a blocked site.
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Relevant posts

e Block site using Site Access Control

e Block websites with Site Access Control in GAT Shield

e Deactivate access to Google Translate via GAT Shield
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