GAT Knowledge Base

How to Block All Websites and Allow
Specific URLs for Users in Google Chrome

with GAT Shield

Chrome Audit & Management -

https://gatlabs.com/knowledge/tech-tips/block-all-websites-chrome/

Block All Websites in Google Chrome with GAT Shield allows an admin to block a user from any

web access and allows them to use only specific sites to be accessed.

First, we can use a special category called "ALL" that allows us to block all site URLs for the

users.

We can then create a custom list of sites that will be allowed.

The allow list takes precedence over the blocklist.

Below are instructions for how to enable this special category and block all, and how to create a

simple allow category to allow specific sites.

Blocklist

Navigate to GAT Shield > Site Access Control > Predefined Categories

= ‘U SHIELD
€ Back to the previous Ul Predefined Categories
|I. Dashboard
m My Domain = 4+ New view - Predefined Categories i x
B Rreporting M Search category by website Category Modified since + 4 More
@ Audit v
Category i Description i
@ Site Access Control -
ads All known advertising domains.
User Defined Categories
all All URLs are blocked when a Block Rule is created usin...
Predefined Categories
astrology Astrology-related websites.
Rules
audio-video All audio and video streaming websites.
Block Partial Content On Pages
banking All online banking and financial institution websites
Events
bitcoin Websites related to Bitcoin and cryptocurrency trading.
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In the Predefined Categories section, search for the "all" category. This is a special category

that will block all URLs for the users. Click on the + Create rule for this category button (2).
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Create the "block All" rule

After clicking + Create rule for this category button, the Create rule wizard window will be

displayed, where you can fill in the required information.

Rule name (1) - enter the name of the rule

Category (2) - will be "all" as pre-selected

Action:

o select "Rule action - Block" (3)

o Redirect URL (optional) (4) - to redirect the user, enter the redirect URL

Scope (5)- select the scope type and fill in other scope related fields if applicable
o Scope type:
= User - enter the users to be blocked
= Group
= OU

= Include sub. org. units

= All users

o Create (6) - click Create button to create the rule

+ Create Rule For: all

Name & Category @

Rule name *
block all pages for users
i @

Action @

For Block action customize the Redirect URL @

Rule action *
Block e Redirect URL o

Scope @ e

Scope type *
User

User *
- gatlabs.com

Additional Options

Result:

Blocking all websites in Chrome will prevent users from accessing any URL.
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&« - &) £} GAT Shield chrome-extension://ke o 3 Ineh/filter/blocked.html?url=https://x.com/8tcat=block?20all%20... SR * 5__] ﬂ ﬁ__i] D | o

Blocked by GAT Shield
Rule : block all pages for users

Site : https:/fx.com/

Allowlist

Now to Allowlist and set up the Only pages the user is allowed to open, navigate toto the

Rules (1) section and select Allow/Block Sites (2)

O SHIELD a e u@-

€& Back to the previous Ul Rules 0
Dashboard Test Rules Allow / Block Websites
II' 4+ New Rule @ > E‘, /
Check if the website or URL is allowed / blocked for a user Quickly allow [ block websites or URLs for a user or group
My Domain -
Reportin, -
E s 4+ New view - Rules Copy & X
@ Audi -
Searchrule by website ~  Rulename v  Active v  Action v 4 More Yo Advanced = m:D S C
g Site Access Control -
W 2 s S s D Rule name Active Action } Description Category type i
Predefined Categories
Rules [J  Block: x.com - quick rule Q Block this rule will block x.com for user X User defined
Block Partial Content On Pages [J  block gaming/social media sites Q Block This rule will block social media sites f... User defined
Events
O i 9 Block - User defined

When selected, a new pop-up window will be displayed.

Select Allow (1), and enter the Scope (2) of users to be affected by the rule.
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@ Allow / Block Websites

I~ Selected websites will be allowed for the user(s).
ow

Allow list will take precedence over any block list.

gatlabs.com v

Scope type *
User

User®
|atlabs.com x

Website List @

Scroll down the Allow /Block wizard window to enter the website URLs (1) that will be allowed to

be opened.

You can use the option to Paste from clipboard (2) or Add Website / IP manually (3).

The Additional Options section (4) is optional. You can add a rule description there to better

identify the rule or provide a reason for adding it.

When ready, select "Allow" to activate the rule (5).

@ Allow / Block Websites

Website List @ o o [ paste from ciipboard

Website (1P *
drive.google.com

website [ 1P *
classroom.google.com

o <+ Add: Website / IP

Rule will be named: ‘Allow: 2 websites - quick rule' - click to customize rule name

Additional Options o

Rule description

Result of the block and allowlists

As a result, all pages will be blocked but the allowed ones.
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