GAT Knowledge Base

Find all files shared to Gmail accounts and
remove them

Drive Audit & Management - https://gatlabs.com/knowledge/tech-tips/find-all-files-shared-to-gmail-accounts-and-remove-

them/

GAT+ is a Google Workspace audit tool. It provides the Admins with the ability to find and view all

the Files in a domain.
As part of the Drive audit, the Admin can find all the files Shared to Gmail accounts and the option

to remove those shares.

Find Files accessed by Gmail accounts

Navigate to GAT+ > Drive > External domains
Apply filter and search for
e Shared with equal gmail.com

Click on Apply

External domains filters

% Current ‘D Recent

Name Unnamed

Definition
AND v + Addrule @ Add group

4 Shared with - aqual « gmail.com n

O Date fields (relative): previous days/months include full days (00:00 to 23:59) or months (1 to last day
of month) in your GAT configured time zone Europe/Dublin ('

© Note, filter results are not presorted on any particular field

5
A Import 2 Export m + Apply 2 Apply & Save Cancel

Result of filter

The result will give
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e Owner domain - the owned domain or subdomain

e Shared with - gmail.com

o First share - the first time a file from the particular domain was shared with gmail.com

o Last share - the last time a file from the particular domain was shared with gmail.com

e No. of shared files - number of files shared between the domain and gmail.com

External Domains
1

‘Unnamed'filter - d4records RN 2~ m 2

Owner domain Shared with First share Last share No. of shared files
gedudemobsn.com gmail.com 7 years ago 3 menths ago 38

myndfitiife. com gmail.com 3 years ago 3 years ago 1
generalauditiool.com gmail.com 9 menths ago 9 months ago 1

gmail.com gmail.com 3 months ago 3 months ago 5

In this case, select your domain (owner) and Shared with (gmail.com)
e Click on the value in No. of shared files (36)

This will lead you to Drive > Files where action for removing the shares can be taken.

Remove the gmail.com shares

Select all the files from the result

E:
Ix
‘
=]
4]

SAT Unlock Help ‘Files shared from gedudemobsn com to gmail.com’ fitter - at least 26 records m

& Drve Title Paths Owner Contributors Viewers. Updated Flags Sharing flags Actions

The search is finished Complete results, computed at Apr 20, 2022 12 54 45, are presented below (at least 26 records have been found) k here to refresh

1 gedudemaban.com
W mgedudemoban....

@ Red |

Peppers & - - amonth ago —_ Specific internal user(s) ®
ppe
e g dudemoban
2018-1102 = mrgedudemabsn... ¥ w——ggedudemo...
12018-11-02 e - & months ago —_ Specific internal user(s) ®
-

Click on the File operations button > Remove permissions

e Select specific files and remove their gmail.com shares only
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B~ GAT Unlock Help 'Files shared from gedudemobsn_com to gmail.com' filter - at least 26 records [l & ™ h 5} 2 m 4]
Add/remove custom tags
Enforce "Contributors can't share” 50 100
Enforce "Restricted” (disable download/print/copy)
2  Remove permissions QEEENTEEIETE SRl Dwner Contributors Viewers Updated Flags Sharing flags Actions
Empty Bin iomplete results, computed at Apr 20, 2022 14:25:54, are presented below (at least 26 records have been found). Click here to refrest
GAT Unlock Add-on
2 gedudemobsn.com
2 NrSlgedudemobsn....
Create new access request 3 udematen - a month ago _— Specific internal user(s) -
Access permissions list v
File management
'ﬂJx! s wgedudemobsn....
1 2018-11-02 frms==gigedudemobsn.... ¥ pr——=geUCeme- g months ago — Specific internal user(s) ®
- -
GZ176.00.28 U39~ 0000] -
-

The Remove permissions button will open a new window where action can be taken.
e External - Click on the External tab (1)
e Click on Remove only the following External Shares button (2)

 In Shares to remove - enter *@gmail.com (3) (wildcard for when many users at the

domain have been granted access)
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Multi permission change (for filter selection)

Request actions for selected 5 file(s)

Chosen option: Remove Only the following External Shares: *@gmail.com

cene e m qvplace

Choose option

O rRemove All External Shares

® Remove Only the following External Shares

Shares to remove: *@gmail.com

domain.tld - use where fu

domain.tld with link - ess with link

N granted access

“@domain.tld -

ups and goms 1 domain.tld and its subdomains or any other domain

with this suffix

omain.tld -use wherer

main.tld - use

everyone - public in the web
everyone with link - public in the web with link
Only shared 0 days ago
Only files with last recorded shared out date will be ted. Set "0’ to disable
Only accessed 0 days ago
Only files with last recorded last access date will be affected. Set '0' to disable.

O Remove All External Shares Excluding the following:

Configure

Report only e

Notify local users None -

Remove permissions Close

e Any additional shares can be removed
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Once ready, click on the Remove permissions button (4).

Result

As a result of this, the shares to gmail.com accounts for the selected Files will be removed.
Navigate to GAT+ > Configuration > Admin Log > Permission removal/Permission change
Click on the "eye" icon under Additional information.

This will show you the details of the change done, and the removed gmail.com accounts

from the selected files.

e General - will show details for the Remove permissions job

e Changes preview - will show the details for the files and the gmail.com users that were

removed

e Revert changes - will revert and restore the removed permissions

File management details

General Changes preview 1
User simmms sgedudemobsn.com
Status [ Done |
Description —
Last updated 11 minutes ago

Requested at 13 minutes ago

No. of files 5

Failed changes 0

Changes Done with Errors 0
Processed files 5
Contributors to remove *@gmail.com

Viewers to remove *@gmail.com

Commenters to remove *@gmail.com

2

Revert Changes Close
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