GAT Knowledge Base

GAT+ Delegated Auditors for Education

Delegated Access - https://gatlabs.com/knowledge/tech-tips/gat-delegated-auditors-for-education/

Why create a delegated auditor in GAT+?
By default, only Google Workspace Super Admins have access to the GAT+ tool.

With the delegated auditors functionality, Super Admins can assign users to audit or analyze
others within their domain without ever having access to the Google Workspace Admin Console

(admin.google.com).

How is this useful? Many organizations have multiple offices, departments, campuses, or locations
with the delegated auditors feature you can assign the right person to perform the auditing of a

group or organizational unit.
Here are a few examples of when delegated auditors could be used:

e A sales manager would like to create reports for his/her sales team covering data across all of

the different Google apps like Gmail and Google Drive.

e A school IT Director would like to give another IT member access to GAT+ but not to his/her

Google Workspace Admin Console.

e A Super Admin would like to delegate responsibility to his internal auditing team to give them

scope over a specific Org unit.
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Embedded media:
https://www.youtube.com/embed/HwakQeY58U8?feature=oembed&color=red&rel=0&controls=1&start=&end=&fs=0&iv |

Creating a Delegated Auditor

In GAT+ navigate to Configuration > Delegaed Auditors > + button (Add new auditor)
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View the auditor and fill in the details for the Auditor you want to create.

e Auditor - select the user who will be the Auditor

o User - select the individual user to be the Auditor
o Group - select a group of users to be the Auditors

o Org. Unit - select org. unit of users to be the Auditors

e Scope - select the users to whom the Auditor will audit and have access in GAT or Shield.
Users will be under the scope of users that the Auditor will manage.

o User - select the individual user to be the Auditor
o Group - select a group of users to be the Auditors

o Org. Unit - select org. unit of users to be the Auditors

= Include sub. org. units
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View Auditor

Include sub. org. units

Jul 23, 2025

Indefinite expiration period

o Access areas - select what areas in GAT+ and Shield the Auditor will have access

to. Access areas visible to the Auditors
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Access areas

Selected: Super Admin (warning! Can change Permissions and more like GSuite

Administrator), Users, User Logins, Groups, Contacts, Mobile Devices, Drive, Emails,
Calendars, Meet, YouTube, GSuite Roles, Classroom, Classroom Insights

Super Admin (warning!
Can change Permissions
and more like GSuite
Administrator)

Users

User Logins

Groups

Contacts

Apps

Mobile Devices

ChromeQOS Devices

Drive

Emails

e Enable any of the Audit areas

« Enable all % Disable all

Enabled ==

Enabled

Enabled ==

Enabled
Disabled
Enabled

Disabled

Enabled

Disabled

Enabled

Enabled

o Enabled - the area will be visible for the Auditor

o Disabled - the area will not be visible for the Auditor

Super Admin

Super Admin (warning! Can change Permissions and more like GSuite Administrator) - This is a

special permission and allows the Auditor to have Full Admin privileges, the same as a Google

Super Admin has using GAT+.

To enable this "Super Admin", please contact us at support@gatlabs.com

e Valid to - select the time until the Auditor will be enabled.

o Indefinite expiration period
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e Active - enable or disable the Auditor

Valid to Oct 21, 2022

Indefinite expiration period

Active

e Click on Save to create the Delegated auditor.

Additional Privileges for Education Domains

When a GAT+ delegated auditor policy is active, you can give the auditor additional privileges.

Those privileges allow the Auditor to make changes via Export/Import functionality.
With these additional privileges, the auditor can

e Export any metadata to a Google spreadsheet
e Edit any field in the spreadsheet

e Import the spreadsheet back in to confirm the changes.

Note: A Super Admin has these types of privileges by default.

In Delegated Auditors > click on "lock icon" under Actions to add Additional permissions
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Additional permissions

Auditor ey g mbged udemobsn.com
Scope  [HIII

Enabled Yes
Valid to in 7 days

. Additional Add new permission

permissions
Classroom import

Groups import

Users import

I Cancel

Automatic email forwarding
Email delegation
Students import
ChromeOS devices import

Your delegated auditor can now launch and access the tool from their Google Apps button.

In the Google Chrome session, click on the Google Apps menu button > scroll down in the menu

and click on GAT+
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Accessing the tool as a delegated auditor

When the Auditor logs into GAT+, they will have access only to the selected audit areas
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Welcome to GAT+

You can navigate to different sections using the menu on the left

Please feel free to give us any feedback through support@gatlabs.com

In the Auditing Areas, they can utilize all of the features of GAT Unlock, of course, with Security

Officer approval.

e They can modify and remove permissions to download or view file content.
e They can download emails, view emails, and remove emails from users’ Gmail accounts.

e They can set up email delegation to give one user direct delegation to another user’s Gmail

account.
e They can remove and add permissions from Drive

e They can manage Classrooms by adding or removing Students and Teachers from

Google Classrooms
e They can delete or archive Google Classrooms in bulk

e They can add or remove students' Guardians in bulk
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Security officer

If the Auditor is also a Security officer, they will be able to see the Security Officer section in

GAT+

Navigate to Configuration > Security Officer

U Dashboard

START HERE
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