GAT Knowledge Base

GAT Shield Extension - How to Deploy

Chrome Audit & Management - https://gatlabs.com/knowledge/tech-tips/how-to-deploy-gat-shield/

Deploying the GAT Shield Chrome Extension
In this document, we will cover the deployment steps of the GAT Shield extension.

To start, navigate to and log in to the Google Admin console. (Jump to here if you are a

Microsoft admin)

In the Admin Console, click on Devices.
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From the menu on the left, navigate down to Devices > Chrome > Apps & extensions or

choose the Manage extensions shortcut if you see it in your admin console.

The page below should be displayed. Select Users & browsers.
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Install

To install the GAT Shield extension, choose the root OU or a sub-OU where you want to deploy

Shield.

On the bottom right side, click on the Yellow + button

Page 1 of 16


https://gatlabs.com/knowledge/tech-tips/how-to-deploy-gat-shield/
https://admin.google.com/ac/home
https://gatlabs.com/knowledge/tech-tips/how-to-deploy-gat-shield/#deploying-gat-shield-extension-using-microsoft-group-policy-objects-gpo
https://gatlabs.com/knowledge/tech-tips/how-to-deploy-gat-shield/#deploying-gat-shield-extension-using-microsoft-group-policy-objects-gpo

Q, search for users, groups or settings
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< Chrome Web Store

Search for organizational units
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Select the Add the Chrome app or extension by ID option.
NOTE: A pop-up window will be displayed. Select the From a custom URL option.

You'll find both the ID and the URL required for this step in the GAT Shield application under the

Extension deployment section.
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Enter the Extension ID and URL of the extension.

To access and view the Extension ID and URL, navigate to GAT Shield > Configuration >

Extension deployment.
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Add Chrome app or extension by ID

Chrome apps and extensions can also be added by specifying the ID. If it is outside the

Chrome Web Store, you must also specify the URL where the extension i

Extension ID

ipjhrmihri e .

FromacustomURL (@)

URL

hitps:/ext. gare St § wm Sty Pland. e .

CANCEL SAVE

Click Save.
The Shield Extension is now installed.
Click on the newly installed extension.

You will see a pop-up window on the side. In the Installation policy, click and select Force

install.

Devices » Chrome > Apps and extensions

Overview Users and browsers Kiosks Requests
> .
e rome eb Store. G ADDTONAL Imcp syl msymprr., @ 01 X
Allow all apps, admin manages Allow all apps, admin manages SETTINGS
blocklist blocklist
Installation policy
4+ Search or add a filter .
Force install hd

Locally added
App Installation policy Version pinning

B o e Version pinning

Version pinning is not supported for this Chrome App or

B oo ol extension

T 1 1 e
| § B B
@ o e e sl s e Incognito mode

Imepfe mme o S - g om e Forcelinezall . Extension is mandatory for Incognito ) ]
& Imemam | = el I Fd

Inherited from Google default
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@ Incognito is disabled for your organisation.

Chrome Web Store options
Include in Chrome Web Store recommended »

Inherited from Google default

Silent printing
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Scroll down on the same window to the bottom of the page to find the Policy for extensions.

B
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Home
Dashboard
Directory
Chrome browser
Devices
Qverview
« Chrome
Setup guide
Devices
Enrolment tokens
Settings
Apps and extensions
Connectors
Printers
» Reports

» Mobile and endpoints

Overview

> Play Store
Allow all apps, admin manages
blocklist

<+ Search or add a filter

App

8.
a.
PR | P |
@ . ;
m Imcp -
@ Imue=

s > Chrome > Apps and extensions

Users and browsers

Chrome Web Store
Allow all apps, admin manages 0
blocklist

Installation policy Version pinning
Force install + pin

Force install

Allow install

Force install

ADDITIONAL
SETTINGS

Kiosks

e e e B s

Blocked hosts

Requests

T m X

One per line. Maximum of 100 URLs.

Allowed hosts

0One per line; allowed hosts override blocked hasts. Maximum of

100 URLs

Inherited from Google default

Policy for extensions] .

{'secretkKey™

i PSR B T T } £ 3
"domain™{"Value" “ies Iy guliadeone )
Locally applied +
Deployment settings +

Installation URL

Enter the Secret key, taken from GAT Shield under Configuration - Extensions deployment.

Under the Permissions and URL access field, click on and select Allow all permissions (2).

e

@

-
&

v &

1 setting changed

Home
Dashboard

Directory

3 @ Chrome browser

~ L0 Devices

After making all the changes, click the Save button on the top right.

Qverview

~ Chrome
Setup guide
Devices
Enrolment tokens
Settings
Apps and extensions
Connectors

Printers

Result

Overview

» Play Store
Allow all apps, admin manages
blocklist

ome > Apps and extensions

Users and browsers

Chrome Web Store
Allow all apps, admin manages ¢
blocklist

Installation policy Version pinning
Force install + pin
Force install

Allow install

Force install

ADDITIONAL

SETTINGS

REVERT SAVE
Kiosks Requests
I - R X

AIUW GLLESS W REYS

Inherited from Google default

Allow enterprise challenge
Inherited from Google default

Permissions and URL access .

Allow all permissions .

Blocked hosts

One per line. Maximum of 100 URLs.

Allowed hosts

One per line; allowed hosts override blocked hosts. Maximum of

100 URLs

Locally applied +

Shield will be installed for the users of the selected Org. Unit. It depends on Google when the

extension will appear on the end-user accounts.
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Given that the users are logged in on the Chrome browser with their Google Account, it should

take a few minutes to be propagated to the end users.

Recommended settings

User & Browser settings

We recommend enabling some extra settings on the domain to prevent your users (particularly
students if you're a school admin) from interfering with Administrators extensions. You'll find these

all these settings in Devices > Chrome > Settings > Users & browsers

= O Admin Q. Search for users, groups or settings A 8 @ = o
Settings
(m Home
om
98 Dpashboard User and browser settings Device settings Managed guest session settings
Settings
o o
& Directory
+ Searchora £) Recentchanges
- [0 Devices
Organisational unit ~
Overview General
~ Chrome Setting Configuration Inheritance Supported on
Setup guide ~ GATLabs
Maximum user session length Google default a
Devioss Engineers
Flow Custom terms of service Google default jm )
Managed browsers
Productivity
~ Settings Custom avatar Google default |
Shield Enterprise Test
Users and browsers
Support Custom wallpaper Google default jm |
Device
Teachers Tests
Custom theme colour Google default (]

Managed guest

sessions + X Character tests OU

» Apps and extensions B} signin settings

Some of these settings are mandatory.

Apps and Extensions

On the above-selected page, scroll down and navigate to the Apps and Extensions area, find the
Task Manager settings, and switch it to Block users from ending processes with the

Chrome Task Manager.

Page 5 of 16



.

@

© Admin

Home

B Dashboard

Directary

Chrome browser ®

~ LD Devices

Overview

= Chrome
Setup guide
Devices
Enrolment tokens
Settings .
Apps and extensions
Web capabilities
Connectors

Printers

Reports

Compliance

Q_  search for users, groups, settings or devices

> Chrome » Seftings

Settings

Users
Groups
Organisational units

Search for organisational units
~ GAT Labs
il e

ol W i i

User and browser settings

Show: All

E Enrolment controls

Device settings

Q, searchor add a filter

Managed guest session settings

® Recent changes

Setting Configuration Inheritance Supported on
E Apps and extensions (T) . .
Setting Configuration Inheritance Supported on
Block users from ending processes
- .
ask manager . with the Chrome task manager Locally applied Qe
Manifest V2 extension availability — Default browser behaviour Google default | .
Extended background lifetime Google default i .
B steisolation
Setting Configuration Inheritance Supported on
Site isolation 2 subsettings Google default o6

Description: Task Manager can be used to tamper with the Chrome browser's normal operations.

User experience

The following settings are highly recommended for schools using enrolled Chromebooks.

On the same page, scroll down to User Experience

User & Browser settings > User Experience

o=

® Do

4
[
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O Admin

Home

Dashboard

Directory

Chrome browser ®

Devices

Qverview

= Chrome

Setup guide
Devices
Enrolment tokens
Settings .
Apps and extensions
Web capabilities
Connectors

Printers

Reports

Compliance

Q,  Search for users, groups, settings or devices

Devices > Chrome > Settings

Settings

Users

Groups

Organisational units

Search for organisational units

~  GAT Labs

RN R

PR —
» -
b -

User and browser settings

Show: All

userexperience | (@)

Setting
DNS pre-fetching
Network prediction

Add profiles

Device settings

Q, Search or add a filter

Configuration

Allow the user to decide

Allow the user to decide

Enable adding new profiles

Inheritance

Google default

Google default

Google default

a8 0 u@

Managed guest session settings

® Recent changes

Supported on
D0 a
=g

oe

Multiple sign-in access

Sign in to secondary accounts

Block multiple sign-in access for
users in this organisation

2 subsettings

Locally applied

Locally applied

Visible accounts

Browser guest mode

Unified Desktop (BETA)

WebRTC event log collection

2 subsettings

Do not make Unified Desktop mode
available to user

Allow WebRTC event log collection

Google default

Google default

Google default

Google default

These settings prevent students from bypassing the network firewall and installing Android apps

like VPNs and other web browsers on their Chromebooks.
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e Multiple Sign-in access - Block multiple sign-in access for users in this organization

e Sign in to secondary accounts - Block users from signing in to or out of secondary Google

accounts

In User experience, scroll down to Developer tools.

= o Admin Q_  Search for users, groups, settings or devices n ® @ o
Devices > Chrome > Settings
~ ED Devices
Overview User and browser settings Device settings Managed guest session settings
Settings
~ Chrome <
Show: All Q_ Search or add a filter © Recent changes
Setup guide
Browsers ~
Devices
Users '™ Setting Configuration Inheritance Supported on
Enrolment tokens
- [T g i -
Settings . Groups v
Allowed input methods. 2 subsettings. Google default jm}
Apps and extensions Organisational units ~
Google Translate Allow the user to decide Google default 0@ & s
Web capabilities 9 9 ‘
Search for organisational units .
Connectors Alternate error pages Allow the user to decide Google default 0 . -
~ GAT Labs
Printers
PP Developer tools . 2 subsettings Locally applied O =
» Reports
ireirn rpey i -
Google Developer Programme Enable Google Developer
Google default =
Compliance - am integration in DevTools Programme integration in DevTools oogle detad ®
+ Mobile and endpoints
P » . Address form autofill Allow user to configure Google default Do a
Networks =y
Credit card form autofill Allow user to configure Google default 0@ & s
v Apps S

- Allow websites 1o check if the user
+ 4 Generative Al 4 Payment methods Google default OO0 a
has payment methods saved

v @ seourity

In "Configuration", set the option to "Not Allow".

e Developer tools availability - never allow use of built-in developer tools
e Extensions page developer mode - Do not allow use of developer tools on the extensions

page

= o Admin Q,  Search for users, groups, settings or devices a 8 @
Devices » Chrome > Settings > Users and browsers > Developer tools |.
= CO Devices
Overview About this setting Related settings
Developer tools
* Chrome ¢ Developer tools availability Kiosk troubleshooting tocls 5
Setup guide I is whether thy ) I h " " s al b Manages user access to kiosk
Pg ) ontrols whether the Developer tools option appears an the Tools menu. Developer tools allow we troubleshooting tools during a Kiask...
Browsers ~ developers and programmers access into the internals of the browser and their web applications. For more
Devices information about the tools, see the Developer Tools Overview.
Users " Enterprise remote access =
Enrolment tokens e The default for Fnternrise customers is to Allow tse of built-in devalonar tools axcant for forca-installad e amtinnn e}

v Shy mon
setings () Groups v SN rrione

Apps and extensions Organisational units ~ Inheritance Locally applied ¥

Wieb capabilities

Search for organisational units

Connectors Configuration Developer toals availability
i V0 Never allow use of builtin developer tools (@) -
Printers
[ T .
» Reports
[ -
Compliance Extensions page developer mode
[
Donot allow use of developer tooks on extensions page + ()
* Mobile and endpoints N [
Networks fra—
v HI Apps [ p—

v 4 Generative Al v i )

[ =
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Description: Developer tools can be used to disable extensions. Google also recommends

disabling these tools in most cases.

Prevent powerwash

e Disable Developer Mode (Blocks the Actual Wipe)

If an end user is using Esc + Refresh + Power to transition into Developer Mode (Ctrl + D) to wipe

local profiles, this can be blocked completely in the Google Admin Console.
Navigate to Devices > Chrome > Settings > Device settings.

Scroll to Sign-in settings and find Developer Mode.

Change the policy to "Block Developer Mode."

As a result: If an end user boots into the recovery screen and presses Ctrl + D, the screen will
flash, a message will state that Developer Mode is blocked by the administrator, and it will prevent

them from wiping the machine.
e Configure "Forced Re-Enrollment" to Bypass Login Prompts

If end users use the key combination to go to the recovery screen and allow them to skip

enrollment, make the recovery process as automated as possible.

e Ensure Forced Re-enrollment is set to "Force device to re-enroll into current domain after
wipe".
e Under Zero-Touch Enrollment, allow devices to automatically register back to your domain as

soon as they are connected to the Wi-Fi network.

e Result: The laptop reboots, reconnects to the Wi-Fi, and automatically drops them right back
to the domain login screen within 60 seconds without requiring an IT tech to use an admin

password.

Security

The following three options are recommended for schools with enrolled Chromebooks. These

settings prevent students from bypassing or tampering with the GAT Shield extension.

Scroll down to the Security tab
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= O Admin

= L0 Devices
Overview
~ Chrome
Setup guide
Devices
Enrolment tokens

settings (]

Apps and extensions

Web capabilities
Connectors
Printers
» Reports
Compliance
» Mobile and endpoints
Networks
v i Apps

+ 4 Generative Al

Q_  Search for users, groups, settings or devices

Seftings

Settings

~ GAT Labs

Find and apply the settings

User and browser settings

Show: All Q, searct

E Security 3

Setting

Lock screen media playback

ncognito mode

e Incognito Mode - Disallow Incognito mode.

o Description: In incognito mode, the extensions do not work

o Browser history - Always save browser history.

Device settings

Configuration

ANOW USErS T piay Meaia wnen e
device is locked

Disallow Incognito mode

Always save browser history

Do not allow clearing history in
settings menu

Do nat erase local user data

8 subsettings

Do not perform online OCSP/CRL
checks

Allow the user to decide

Inheritance

Google default

Locally applied

Google default

Locally applied

Google default

Google default

Google default

Google default

Managed guest session settings

© Recent changes

Supported on

a

O® & is

O& = is 2

jmiy o}

0o =

jmyy)

myo

o Description: Saving browser history is recommended so that when incidents

occur, there is an audit trail that can be investigated by staff members.

« Clear Browser History - Do not allow clearing history in the settings menu.

o Description: The ability to clear browser history on the Chrome Browser may

allow users to tamper with GAT Shield Browser reporting features.

Content

Scroll down further to the Content tab

e Screenshot - set it to Allow users to take screenshots and video recordings
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= O Admin

~ LD Devices
Overview
* Chrome
Setup guide
Devices
Enrolment tokens
Settings ({1
Apps and extensions
Web capabilities
Connectors
Printers
* Reports
Compliance
+ Mobile and endpoints
Networks
v 3 Apps

v f Generative Al

Q,  Search for users, groups, settings or devices

hrome > Settings

Settings

Organisational units

~ GAT Labs
L —
1 . 1
v -
b -

Show: All Q,

User and browser settings
Search or add

Content 3
Setting

SafeSearch and Restricted mode
Screenshot 4

Screencast

Screen video capture allowed by

sites
Screen video capture

Allow Pej
images f

Use a new decoder for hardware

accelerated e0 decoding.

Device settings

Configuration

2 subsettings

Allow users to take screenshots
and video recordings

Allow users to create and view
screencasts

4 subsettings

Allow sites to prompt the user to
share a video stream of their screen

Allow new implementation

Allow Pepper to use the new video
decoder

Inheritance

Google default

Locally applied

Google default

Google default

Locally applied

Google default

Google default

Managed guest session settings

@ Recent changes

Supported on

O® =

oe

jm ]

09 =

O® =

Description: Disabling screenshots will cause problems with the GAT Shield Alerting functionality.

Save settings

When all the settings are adjusted and set up, click on the blue Save button on the bottom left.

Configure Device Settings

We recommend that these options be configured on your domain for your Chrome devices. Not all

are mandatory.

From the Google Admin console, navigate to Devices > Chrome > Settings > Device settings

© Admin

B

Home

1=}
oo

Dashboard

Directory

® Do

Chrome browser ®

‘
[
ol

Devices (|
Overview
~ Chrome (&

Setup guide
Devices
Enrolment tokens
Settings 3
Apps and extensions
Web capabilities
Connectors
Printers

* Reports

In the left sidebar, select the OU that contains your Chromebooks, then configure the following

Q  Search for users, groups, settings or devices

» Chrome > Settings

Settings

Devices

Organisational units

+ GAT Labs
1 -
b
3 =

policies to match these values.

Show: All Q, Search or add a filte

User and browser settings

Enrolment and access

Setting

Forced re-enrolment

Asset identifier input after zero-
touch enrolment

Powerwash

Verified access

Verified mode

Disabled device return instructions

Integrated FIDO second factor

Device settings

4

Configuration

Force device to automatically re-
enrol after wiping

Do not allow asset ID and location
to be entered for devices enrolled
via zero-touch enrolment

Allow powerwash to be triggered

Enable for content protection

3 subsettings

Please return it.

Allow the user to decide

Inheritance

Google default

Google default

Google default

Google default

Google default

Google default

Google default

a 8 ©

Managed guest session settings

© Recent changes

Supported on

[m}

1]

0O 0D DD D
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Enrollment and access

In the Enrollment and access settings, configure the settings

Verified access - Enable for content protection

Q, Search for users, groups, settings or devices

O Admin

ne > Settings
~ LD Devices
Overview User and browser settings
Settings
¥ Chrome <
Show: Al Q, se
Setup guide
Devices Enrolment and access 2
Groups v

Enrolment tokens Setting

Settings (@ Organisational units ~
Forced re-enrolment 3

Apps and extensions.

organisational unit

Web capabilities - Asset identifier input after zero
touch enrolment

Connectors

(TR T
Printers e . . Powerwash
» Reports

Verified access

Compliance b .. 4

Verified mode
» Mobile and endpoints

Networks

» 3 Apps
integrated FIDO second factor

» ‘ Generative Al
Sign-in settings

On the same page, scroll down to Sign-in settings

e Guest mode - Disable guest mode

Disabled device return instructions

Device settings

Configuration

Force device to automatically re-
enrol after wiping

Do not allow asset ID and location
to be entered for devices enrolled
via zero-touch enrolment

Allow powerwash to be triggered

Enable for content protection

3 subsettings

Please retum it

Allow the user to decide

e Sign-in restrictions - Restrict sign-in to a list of users

o Add an allowed list

€ 2 settings changed

Settings  ~
Home

USER & BROWSER SETTINGS

Search for organizational units

5P

Dashboard

Directory = gedudemobsn.com » + se

De

inherited from Google default

- [0 Devices
Overview

~ Chrome Sign-in settings

Overview
] . Note: You can enable smart card log
Devices Guest mode
Locally applied ¥
Managed browsers
* Settings Sign-in restriction (O
Locally applied ¥
Users & browsers

Device 1

DEVICE SETTINGS

Inheritance

Google default

Google default

Google default

Google default

Google default

Google default

Google default

on the login screen apps page.

Disable guest mode
Restrict sign-in to a list of users +

*@gatlabs.com
*@students.gatlabs.com

Forced re-enrollment - Force device to automatically re-enroll after wiping

Verified mode - Set to require verified mode boot for verified access

Managed guest session settings

O Recent changes

Supported on

m]

3]

0O oo o|o

REVERT SAVE

MANAGED GUEST SESSION SETTINGS

Managed guest
sessions

» Aoos & extensions

When done with the changes, click on the blue "Save" button on the bottom

left.

Page 11 of 16



Shield is deployed to all, but only ChromeOS devices are seen?

It could be a case where Shield is deployed domain-wide to all users, and yet the data is only

shown on ChromeOS devices. You can check this setting.
Adjust the settings for Chrome management for signed-in users

Navigate to Devices > Chrome > Settings > Users and browsers > Chrome management

for signed-in users

= O Admin Q, Search for users, groups or settings A 8 ® = o
~ [0 Devices Device rome > Settings
Overview
User and browser settings Device settings Managed guest session settings
- Chrome Settlngs
<
<+ Search or add afilter D Recent changes
Setup guide

Organisational units ~
Devices 3 Data controls ()

Managed browsers Search for anganisational units Setting Configuration Inheritance Supported on

= Settings

~ GAT Labs Disabl 1 f dat
Data controls reporting IS:: T reporting of cata Google default =
Users and browsers Engineers controf events
Device
Flow B hrome management for signed-in users @
Managed guest Productivity
sessions Setting Configuration Inheritance Supported on
A d et Shield Enterprise Test
» Apps and extensions
Support Apply all user policies when
Connectors Chrome management for users sign in to Chrome, Inherited (o]

Teachers Tests signed-in users and provide a managed
» Printers Chrome experience
» X Character tests QU

» Reports

Set it up to: Apply all user policies when users sign in to Chrome, and provide a managed

Chrome experience.

Referring to: Manage user profiles on Chrome browser, and View and configure apps and

extensions
When the Shield extension is deployed, every user who logs into their Chrome Browser with their
domain credentials will have the extension automatically synchronized.

The Chrome user cannot override this setting.

WebCam capture - Extension URL

If you wish to capture webcam images when Shield rules are triggered, then you will need to

enable Video-input-allowed URLs and add the Shield URLs
This setting can be enabled in Devices > Chrome > Settings > Users & browsers

Then scroll down and navigate to Hardware, then to Video-input-allowed URLs
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Settings | =

@ Hor
USER & BROWSER SETTINGS DEVICE SETTINGS MANAGED GUEST SESSION SETTINGS
98 Dashboard
2 o " + gedudemobsn.com - + Se
~ [0 pe
Audio output
Overview iy anplied w
: Enable audio output +
= P
Chr
Audio process t
Ove VF ° P Y )
o' ‘ b Use the system default priority for the Chrome audio process w
Dev
Managed browsers
ideo input
etting slly applied ¥
Enablk put fi bsites and apps ¥
oe 3
Users & browsers 1
Video input allowed URLs (§2
ocally applied w chrome-extension:/; S s -
De chrome-extension:/; PR (R
chrome-extension:/jpiraspreryrinryg e gyiag

chrome-extension /<3 ¥ i =

Add the WebCam URL, then click Save on the top right.

The unique ID and URLs are displayed in the GAT Shield Console - see below (GAT Shield extension
ID and URL)

Remove the WebCam extension
The old Webcam extension is no longer needed. Please remove
e webcamID: Incmmomdcmcilmblgmnlinenbinjkigg

Find the extension above and remove

GAT Shield Extension ID and URL

The GAT Shield extension ID and URL information are displayed in the GAT Shield Console that is
launched from GAT+

See instructions below

Launch GAT+ on the top left, click on the GAT+ icon, a menu will be displayed - then select GAT
Shield

@ Shield

To access and view the Extension ID and URL, navigate to GAT Shield > Configuration >

Extension deployment.
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https://gs.generalaudittool.com/gat/

[® SHIELD

@ Audit
Site Access Control
Alerts
=@ Commands
@3 Configuration
General
Audit
Site Access Control
Search Access
YouTube
Gmail Access
Communication Access
Login Control
Monitoring Ranges
Browsing Tags
IP Addresses
User-Agent
Browsing Cookies
Extension Deployment

Tasks.

Extension Deployment @

Check the details and installation steps for Shield extension deployment.

Details

© 5uia snown beiow is required for completing the installation process.

Policy for extension keeps sensitive values - do nat share it outside your domain,

Select Domain @

dev.bp.gatiabs.com

D Imepfemne

URL hitps:/fextens
https:/fextens
@ et

Allow GAT Shield Extension via Firewall

Installation
Shield extension must be installed through the Google Admin Console.

Check detailed installation steps by clicking  Install new extension - guide [

Note: Depending on your Firewall setup, there might be restrictions set that do not allow traffic

to Shield.

Please check your Firewall settings and allow the following URLSs:

To install the extension, you need to whitelist the following domain:

https://extension.gattool.com

Additionally, you need to whitelist domains based on region.

For US (Global) domains (no prefix) - US (default) region

https://alert-shield.generalaudittool.com

https://urlaccess-shield.generalaudittool.com

https://activeid.generalaudittool.com

https://shield.generalaudittool.com

For EU domains (eu-prefix) - EU region

e https://eu-alert-shield.generalaudittool.com

e https://eu-urlaccess-shield.generalaudittool.com

e https://eu-activeid.generalaudittool.com

e https://eu-shield.generalaudittool.com

Lastly, for UK domains (uk- prefix) - UK region

e https://uk-alert-shield.generalaudittool.com
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https://extension.gattool.com
https://alert-shield.generalaudittool.com
https://urlaccess-shield.generalaudittool.com
https://activeid.generalaudittool.com
https://shield.generalaudittool.com
https://eu-alert-shield.generalaudittool.com
https://eu-urlaccess-shield.generalaudittool.com
https://eu-activeid.generalaudittool.com
https://eu-shield.generalaudittool.com
https://uk-alert-shield.generalaudittool.com

e https://uk-urlaccess-shield.generalaudittool.com

e https://uk-activeid.generalaudittool.com

e https://uk-shield.generalaudittool.com

These URLs must be reachable and not blocked by the Firewall.

Force Install, OU Org Unit inheritance explained

Note: If you install Shield on "sub.. ou"”, make sure it is - ‘Force install Inherited from the
domain’.

You can click on the extension ID, select “Force install,” and Save.

When it is set up as ‘Default - Inherited from Google default ', Shield might not be active on the

selected OU.

Note: Displaying device Serial Numbers in the GAT Shield Console application is only possible
when you have specifically added the device in the Google Admin console and have applied a

managed device license.

Deploying GAT Shield Extension using Microsoft Group Policy Objects
(GPO)

First, apply the Chrome ADMX Group Policy using the steps found in this Google support article.

Navigate to Configuration> Policies> Extensions > Configure the list of force-installed

apps and Extension

You are required to specify which Chrome extensions should be automatically installed (force-

installed) for the users via Group Policy settings.
Next, you need to enter each extension ID and installation URL into the Group Policy setting.

You'll find both the ID and the URL in the GAT Shield application under the Extension

deployment section.

I EFE L LI

After you have configured the Chrome policy to force install the extension in Group Policy, you can

assign this policy to particular groups of computers or users within your organization.
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