GAT Knowledge Base

How to Monitor External Email Attachments
with GAT+ Activity Report

Email Audit & Management - https://gatlabs.com/knowledge/tech-tips/how-to-monitor-external-email-attachments-with-

gat-activity-report/

Identify potentially dangerous external attachments sent via
email

Learn to monitor email attachments with GAT+ effectively, a vital tool for Google Workspace

admins aiming to safeguard their domains against external threats. Effortlessly accessible, this
essential feature delivers weekly reports directly to your admin inbox, keeping you consistently

informed and vigilant.

The Administrator can use the GAT+ Activity Report sent weekly, which contains a shortened

report on what happened in the domain during the last week.
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The Activity Report is sent weekly to Google Workspace domain super administrators and can be

the first step in identifying suspicious shares or attachments arriving on your domain and taking

appropriate action.
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Document Growth

18 New docs shared into the domain

0 New docs open to full public view (0 with link)
45 New docs open 10 limited external view

0 New docs open to other users of this domain

157 New private documents added to this domain

Top Internal Collaboration Pairs - Docs

1 Collaboration Pairs

alex bell @dev.bp.gatlabs.com - stanimir@dev.bp.gatlabs.com 2 events

Email Attachments

35 New attachments received from outside
1 New attachments sent

i SeaLiema-

Top Collaborators - External Docs

3 Users sharing out docs
stanimir@dey bp gatlabs com 43 files
ioe@dev.bp.gatlabs.com 1 files
michal @dev.bp. gatlabs.com 1 files

3 Users sharing in docs
osaig@dey.bp.gatlabs.com 12 fies
monika@dev.bp.gatabs.com 5 files

michal@dev.bp gallabs.com 1 files

Top External Collaboration Pairs - Docs

1 Collaboration Pairs

michal. miarowski@gedudemobsn.com - michal@dev.bp.gatlabs.com 2 events

Top Email Senders and Receivers

14 emails sent

alex bell@dev bp gatlabs com 11 email

attachments received from outside.

| attachments with GAT+, particularly new
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GAT Activity Report

2023-12-09T00:00:00.000+0000 to 2023-12-16T14:03:00.643+0000

Document Growth Top Collabaorators - External Docs

3 Users sharing out docs
18 New docs shared into the domain

L - stanimir@dev.bp.gatlabs.com 43 files
0 New docs open to full public view (0 with link)

joe@dev.bp.gatlabs.com 1 files

45 New docs open to limited external view

- . _L‘ P AL A = i
0 New docs open to other users of this domain michal@dev.bp.gatlabs.com 1 files

157 New private documents added to this domain 3 Users sharing in docs
osaid@dev.bp.gatlabs.com 12 files
monika@dev.bp.gatlabs.com 5 files

michal@dev.bp.gatlabs.com 1 files

Top Internal Collaboration Pairs - Docs Top External Collaboration Pairs - Docs
1 Collaboration Pairs 1 Collaboration Pairs
alex.bell@dev.bp.gatlabs.com - stanimir@dev.bp.gatlabs.com 2 events michal.miarowski@gedudemobsn.com - michal@
|Emai| Attachments | Top Email Senders and Receivers

35 New attachments received from outside ‘ 14 emails sent

1 New attachments sent
1 MNew attachments sent internal alex.bell@dev.bp.gatlabs.com 11 emails

This particular Activity Report shows 35 New attachments received from outside. That
number is not clickable however the relevant filter can be used to identify those emails with

attachments.

NOTE: Ultimately, all numbers will be clickable and will redirect to a specific section in the GAT+

console.

Apply the below filter to thoroughly check each of the 35 attachments sent from outside to your
local users' inboxes that week, enhancing your process of monitoring email attachments with

GAT+.
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% Current

Unnamed

Definition

+ Add rule @ Add group

GMail date afterorequal ~ | Dec 9, 2023 00:00

GMail date before or equal = | Dec 16, 2023 14:03

No. of attachments greater or equal = 1

© Date fields (velative): previous daysimonths include full days (00:00 to 23:58) or months (1 to last day
of month) in your GAT configured time zone Eic/UTC

© Scheduled
Created 16 minutes ago by
Modified 17 minutes ago by

© Hote, filter results are not presorted on any particular field.

2t || Zpon Carce

If any of the emails appear to pose a security risk, you can request to access those emails to view

and remove them.

Select all the relevant metadata in GAT+, and request access:

Last scan date: 2023-12-18 17:12 Emails span 2023-06-20 - 2023-12-19

3055 Emails sent in 172 Files sent in 47 Bounced

163 Emails sent out 0 Files sent out 162 Emails sent onty out 0 Files sent only out

799 Emails sent internal 40 Files sent internal 798 Emails sent only internal 40 Files sert only intenal

Show stats for the current filter

B Q| GAT Unlock He Unnamed fier - 25 records m o e
Addiremove custom tags request access
GAT Unlock Add-on ’ . 50 | 100
ounts From Sent by (aliasidelegate) To cc BCC Flags GMail date Actions
ACCESS PerusSIONS ISt
Downioad e-mails (EML) | —_— =3 Dec 11, 2023 15:11:32 -
Download e-mails (PDF)
i e b gatati ¢ posvbpgataie - [ sencin | Dec 15, 2023 09:13:24 ®
Remave e-mails (permanent)
Remove e-mails (trash only)
tariir G de b gatiatin Fdevhp galabre - ED Dec 11, 2023 15:11:45 -
Invitati fon e g gatiabs. com e patats om oanabs com Dee 15, 2023 18:21:31 -
‘ a3 e bp gaADS ¢ Dorebp pubi .. [ sencie | Dec 15, 2023 11:30:23 -
Sessio [ Stani e bp. gatlaba.c.. e o gttt Dec 11, 2023 151105 -
GATS KA dev.op gatiabs. com - evbpgutascom - Sentin Dec 15, 2023 18:14:25 -
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Request new access

Request access to view the contents of the results of the current search Unnamed until some date in the future.

Request access until Dec 23, 2023 19:20:17 * &

Message Security concerns k @

Additional permissions Allow removing emails

The Security Officer must approve the request.

GAT+ - Access Permission, new request |Edemal) inbox « g &

notification@gattool.com 19:25 (O minutes ago) “

5% GAT+

There is a new Access Permission request created by user.

Access Permission request details:

« Authorized user: " Rdev.bp.gatlabs.com
» Module: Emails
» Message from user:

Security concerns

k Quick access to Security Officer's section in GAT+

Click here to see request and approve or deny. |

Link not working? Copy and paste this link into your browser: https://gs.generalaudittool.com/)

GAT Labs

www.gatlabs.com

0v00

Once approved by the Security Officer, an administrator can bring back the filter and relevant

metadata. Clicking on the Access permissions List under the Email operations.
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E Emai|5 Ema | Content :'_'-I'_'.'_|.|-:_|' Usel

Last scan date: 2023-12-18 18:12
3058 Emails sent in
163 Emails sent out

801 Emails sent internal

| Email operations

Q GAT Unlock Help

Add/remove custom tags

GAT Unlock Add-on

Create new access request 1

:counts

Access permissions list

Download e-mails (EML) le@dev.bp.gatlabs.com
Download e-mails (PDF)

Remove e-mails (permanent)  fwel@devbp.gatiabs.com

y Drive Remove e-mails (trash only)
) = TIPS 10T UsInig youn e .. sakub@dev.bp.gatlabs.com
Email
(J ocar- 'Sharing sensitiv... wa@dev.bp.gatlabs.com

The system will return the relevant metadata with open access.

Access Permissions

25 W

Summary Message Status Valid until - Requested at Actions
’

E

Elements matching filter

Affected emails number: 25

Security concerns Dec 23, 2023 19:20:17  Dec 18, 2023 19:25:28
Email additional permissions:

= Allow remove emails

50 100

Close

Apply filter
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An Administrator can view or download the content by clicking on the More Actions button (the

open 'lock' icon)

only aut 0 Files sent only out

A0 Files sent internal 803 Emais ser

Show stats for the current filter

[
a
(4]

Unnamed fier - 25 records m

Open access with more actions

Accounts From Sent by (aliasidelegate) To cc BCC Flags

b gataBs .. T pe— =
g gl g guitaba.c.. =3 C Download as PDF
Download as EML
Show email content
[Ep— P =3 Dec
G-
= De 2023 18:21:31
gariat. com evp gatiabs.com abs com = ec 15, 2023 18:21:3
==
*
g gatiam .. o ganans.c. = Dec 15, 2023 11:30:23
N
[ epa— wvbpouiebes.. - Dec 11, 2023 15:11:05
.
0. gasians.com op gasiata.com =3 Dec 15, 2023 18:14
G-
[ Suonts Cutores stication | v
wats com levop.atiats.com Bat.com Dec 15, 2023 18:21:32
 mornal § soommatanty | G~
L
ropastiab .. v gatinbe.c.. [ Sentin | Dec 15, 2023 12:13:47
&~

Additionally, you can remove potentially dangerous emails by clicking on the Email Operations

button and selecting one of the removal options.
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¥  Emails : isti

Last scan date; 2023-12-19 17:12 Emails span 2023-0€
3069 Emails sent in 172 Files sent in

166 Emails sent out 0 Files sent out

804 Emails sent internal 40 Files sent internal

Email operations

EE

5AT Unlock Help

Add/remove custom tags

GAT Unlock Add-on

Remove emails

ccounts

Creale new access request Erom

Access permissions list
Download e-mails (EML)

Download e-mails (PDF)

i Tdev.bp.gatlabs.c...
Remove e-mails (permanent)
mail Remove e-mails (trash onl
=ma { ) Idev.bp.gatiabs.c...
G . £ Fdev.bp.gatlabs.c...
G .. £ #dev.bp.gatlabs.c...
G | E Fdev.bp.gatlabs.c...

Finally, by learning to monitor email attachments with GAT+, you ensure your domain is always

safe and well-protected.

Related posts

Domain Security Monitoring with GAT+ Activity Report

Activity Report for Your Google Workspace Domain

Find and delete Phishing emails

Delete Spam, Inappropriate or Accidental Emails

Delete Domain Users’ Emails That Pose Security Risks with GAT+
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