GAT Knowledge Base

GAT Shield migration MV2 to Manifest
Version 3 (MV3)

Users Audit & Management - https://gatlabs.com/knowledge/tech-tips/shield-migration-mv2-to-manivest-version-3-mv3/

Google's Manifest Version 3 (MV3) Change

All Chrome-based browsers are affected by changing the extension standard called Manifest
Version 2 (MV2) to one called Manifest Version 3 (MV3). Those changes are major architectural

changes that Google (creator of Chrome Browser) says will improve performance and security.

GAT Labs has been preparing for these changes for the last 2 years. This change is mandatory

and will affect nearly all extensions deeply integrated with Chrome including Shield.

Please migrate before the 1st of July 2024 to ensure your domain will be up-to-date

with Chrome updates.

Start the migration

To start the migration navigate to GAT Shield > Manifest V3 Migraition (1)

An explanation window will be displayed by clicking on the red Start migration (2) button.

= Manifest V3 Migration o

Please migrate before the 1st of July 2024 to make sure that your domain will be up-
to-date with Chrome updates

To start migration click on the button "Start migration
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This will incite the migration in the backend. An email will be sent as confirmation.

A new window will be displayed, with follow-up steps that need to be taken.
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The required steps will be shown in the Shield Ul and these how-to instructions.
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has been preparing for these changes for the last 2 years. This change is mandatory
and will affect nearly all extensions that are deeply integrated with Chrome including Shield

Please migrate before the 1st of July 2024 to make sure that your domain will be up-
to-date with Chrome updates.
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GAT Shield extension (below) must be instalied for all user that needs to be monitored

Click on "Show the installation instructions for the Google Admin Console" and the
instructions steps will be displayed on a new side window.

Please migrate before the 1st of July 2024 to make sure that your domain will be up-
to-date with Chrome updates.

After clicking "Start migration" process of migration to a new extension will start. At all times, when
the extension (old or new) is installed your domain is monitored and secured by GAT Shield

GOOGLE ADMIN CONSOLE INSTALLATION ~

You may also see dedicated support from Chrome Enterprise and

1. Install new extensions Education help that is available here.

Domain dev.ep.gatlabs.com 1. Open Google Admin Console -> Chrome
Browser -> Apps & Extensions

You can also click here to open that page.

@ Domain will be used for the extensions on Managed Guest Session (MGS).

Please install the below extensions in your domain through Google Admin Console or any other way (e.g. GPO
policies) 2. Select the desired Organisational Unit
Short instructions for Google Admin Console can be found below (to show on the right click the button 'Show

installation instruction"). For longer, more detailed instructions see GAT SHIELD EXTENSION — HOW TO DEPLOY ol
our Knowledge Base. . T M B

GAT Shield extension (below) must be installed for all user that needs to be monitored

3. Click on '+ button and select option 'Add the
Chrome App or extension by id'

— e e

D g e memeemn
URL E e |
Webcam URL | o ]
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The steps will be explained below.

Actions that are needed to switch to MV3 Shield extension

1. Install new extension

2. Uninstall old extension

Install the new extension

You may also see dedicated support from Chrome Enterprise and Education help that is available

here.

1. Open Google Admin Console -> Chrome Browser -> Apps & Extensions

You can also click here to open that page.

2. Select the desired Organisational Unit

= oAdmin Q, Search for users, groups or settings
& Home

I — Apps & Extensions

& Directory

~ [0 Devices
Qverview
+ Chrome (& Organisational unit
Setup guide
Devices

~ dev.ep.gatlabs.com
Enrolment tokens

Endpoint
Managed browsers ‘
Shield

Settings Teachers

Apps and extensions (i

» Reports

» Mobile and endpoints

QOverview

Play Store

Allow all apps, admin manages blocklist

Users and browsers Kiosks

Chrome Web Store
Allow all apps, admin manages blocklist

Force install + pin

:

a2 Q@

Requests

a ADDITIONAL SETTINGS

@ 0 B @

3. Click on '+' button and select option 'Add the Chrome App or extension by id'
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Add the Chrome app or extension by ID

Chrome apps and extensions can also be added by specifying the ID. If it is outside the

Chrome Web Store, you must also specify the URL where the extension is hosted

Extension ID

Ime plem=s = ersprrmr TR

From a custom URL

URL

hitps:/ ety TS . W R .. i

CANCEL SAVE

4. Select 'From a custom URL' and fill up the Extension ID and URL

Copy values for the extension that you are installing. When the ID and URLs are added click on

the "Save" button
5. Select 'Force install' in 'Installation policy'

When the Extension is saved, select the 'Force install' policy to force installation in the browser.

You may also tweak other settings for your needs.

REVERT SAVE
Overview Users and browsers Kiosks Requests
Apps & Extensions
< =
Play Store Chrome Web S!orcr ¢ ADDITIONAL Imcp e i M X
Block all apps, admin Allow all apps, admin SETTINGS
manages allowlist manages blocklist
Users v Installation policy
ID: "Imcplo et ©  + Searchoradd afilter .
Groups v Force install -
CLEAR FILTERS Locally added
Organisational units ~
App Installation policy Version pinning
Version pinning
Search for organisational units | = .
NPT T e L llow inetall Version pinning is not supported for this Chrome App or
@ I A 1
~ dev.ep.gatlabs.com extension
Endpoint " e
Incognito mode
Shield Fonsmng
is y for i »
Teachers Inherited from Google default
aal b
Chrome Web Store options
Include in Chrome Web Store recommended »

Inherited from Google default

6. Fill up 'Policy for extensions'
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Copy values for the extension that you are installing.

REVERT SAVE
2
Overview Users and browsers Kiosks Requests
Apps & Extensions
< -
;:ay:“l’lre . E":"’"“"w':b s‘“d’e g ADDITIONAL Imcplomsamminppawsgrees. B (0 X
lock all apps, a. min low all apps, admin SETTINGS
manages allowlist manages blocklist
User v
ID: Imcpla &% 5o T T ol <+ Search or add a filte One per line; allowed hosts override blocked hosts. Maximum of
G v 100 URLs
CLEAR FILTERS Inherited from Google default
Organisational units A
App Installation policy Version pinning Policy for extensions g4
ral unit; {"secretKey™:
Imcpfe® "= * wlw B . ‘ +
- Allow install R LT K ] -
mcy . ]
~ dev.ep.gatlabs.com ol | Pl il il b
Endpoint ¥
Locally applied +
Shield 1
Teachers Deployment settings

Installation URL
https://extension.gattool.com/shield/us/update.

Locally added

Update URL
Updatecheck URL provided in the extension manifest

Inherited from Google default

7. Click 'Save' in the top right corner.

8. (Optional) - Open Devices -> Chrome -> Settings, find and select 'Video-input-

allowed URLs' - (needed for the "Alert rules" - take a webcam capture)

= o Admin Q_  Search for users, groups or settings fal ®E @
« [0 Devices Devices > ettings > 1 v Video-input-allowed URLs
Overview
. . Allows URLS 1o be granted access to video capture devices without prompt
~ Chrome Video-input-allowed URLs
Patterns in this list will be matched against the security origin of the requesting URL. If a match is found, access 1o video capture devices will be granted
Setup guide without prompting the user for confirmation
Devices Organisational units A~ For detailed information on valid URL patterns, see Enterprise policy URL pattern format

Enrolment tokens Note: To allow access to a video capture device, you can also add the application’s ID. For example, hmbjbjdpkobdjplfobhlindfdfdipjhg gives access to

Zoom® Meetings®

Managed browsers
~ dev.ep.gatlabs.com 1

Chromium name Supported on
Settings Endpoint . VideoCaptureAllowedUrls (4 Chrome (Windows, Mac, Linux) since version 29
Chrome0S since version 29
Apps and extensions Shield
Connectors Teachers
Inheritance Locally applied
Printers ¥ 2
» Reports Configuration URL pattems 10 be allowed - one per line
chrome-e s o R R D
» Mobile and endpoints
chrome-emsrm e e . ——aa

rorks .
Network URLs that will be granted access 1o the video input device without a prompt. Prefi

with [*] to include subdomaine.

9. Select the same Organisational Unit as in step 2.
10. Add the extension URL in the Configuration section, then save

Copy values for the extension that you are installing (‘'Webcam URL' below).
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View the Extension ID, URL, and Webcam URL

To view and access the extension ID and URL navigate to GAT Shield.

Extensions Deployment Details e

€ Extension must be installed through the Google Admin Console.

For more info regarding the setup of "Webcam URL", please visit those steps.

Domain [ 4 dev.bp.gatlabs.com

@ Domain will be used for the extensions on Managed Guest
Session (MGS).

‘GAT Shield

o ==
URL | https:

Webcam URL [ chron L

Policy for extension ol et

Uninstall the OLD Shield extension

Open Google Admin Console -> Chrome Browser -> Apps & Extensions >

You can also click here to open that page.

You could have one or both extensions installed (e.g. for different Organisation Units). Make sure

that both are uninstalled.
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GAT Shield - open Ul

1D ipjhmihnfkijoeogfaedonidfncegkfe

URL
Webcam URL chrome-extension:/ipjhnesllimmmgsm i mgieie

GAT Shield - closed Ul

1

ID khbkdfddenodbcodjcnfpgogceaegjpa
URL
Webcam URL chrome-extension://khbkdfddenodimiis

Select the extension and click on the bin icon in the top right corner.
Q, Search for users, groups or settings a g ® @& °

Overview Users and browsers Kiosks Requests

Apps & Extensions

< =
PTIay suli‘re ‘ Clr;romeHWeh Store * ADDITIONAL Imepf g ] m X
Allow all apps, admin Allow all apps, a.dm\n SETTINGS
manages blocklist manages blocklist .
Users v Installation policy
-+ Search or add a filter
Groups v Allow install -
Locally added
App Installation policy Version pinning
Organisational units ~
. Imcpie & e 7 6 e T ol e Incognito mode
Search for organisational units @ rypireyerinipi—r———-
H e I —— P ' Vis y for gnil ]
~  dev.ep.gatlabs.com & i e = z LE Inherited from Google default

Endpoint e
Chrome Web Store options

Shield P
Include in Chrome Web Store recommended )

Teachers Inherited from Google default

Silent printing

Allow print job submissions without user approval .
Inherited from Google default

Result for Manifest Version 3

As a result of the actions above, the old extension will be removed and the new one will be
installed. The extensions will work the same as the old one but now improved for Manifest Version

3 from Google.

If you have any questions or need assistance - please contact us at support@generalaudittool.com
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