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Trigger a Workflow When Users Disable or
Enable 2FA in GAT Flow

Users Audit & Management - https://gatlabs.com/knowledge/tech-tips/trigger-a-workflow-when-users-disable-or-enable-

2fa-with-gat-flow/

Embedded media:

https://www.youtube.com/embed/AwjAAwejghw?feature=oembed&color=red&rel=0&controls=1&start=&end=&fs=0&iv_Ic

The GAT Flow tool is designed to reduce Google Workspace Admin Tasks significantly. It is useful

in managing user characteristics in the domain and more importantly, helps the admin achieve
this in an automated manner. This is the purpose of event-triggered workflows, that allow for users
to be managed dynamically. In this post, we will look at the example of a workflow that will trigger

when a user disables or enables 2FA.
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Creating event workflow for a user who disables 2FA

Navigate to GAT Flow > Event Workflow (1) and select '+ New Event Workflow' (2) at the top
left-hand corner of the view.

FLOW e i v
o ©

Action Sets Event Workflows @

Workflow Templates + New Event Workflow )

Create Workflow

¥

O

sh  Workflows Views 2 Event Workflows - Without Deleted | X +
W eventworkfiows (] Status Name + Active ~ Workflow tags ~ Updatedby =  + More Yy Clearall Y Adva% =m: 9 ¢
® Recurring Workflows =
Status Name Type : Event : Values : Active Pre ap
A FlowHR BETA
Draft Modify - []
A8+  Domain -
Draft - Shield+ alert []
E log =
Draft Modify GAT alert [] (]
&% Webhooks & SIEM -
Approved Modify GAT alert
#8 Configurstion - o o
Draft Modify GAT alert
0 Help & Support - o o
Draft Modify Date reached [] /]
Approved Modify Date reached o o
Draft - Date reached 0
Draft - Date reached o
Draft - Date reached []
Draft - Date reached 0
Draft Modify GAT alert (] o
Draft Offboarding Remove user from org. unit o
Approved Modify GAT alert o o
Dratt Modify GAT alert []
Draft Modify - [] /]
Draft = Date reached O L
. >
Recordsperpage 25 ~ 1-250ofmany < »

V: 0.410.0 API: 1.6.190 © 2026 GAT Labs &

There are 2 events available for 2FA,

1. User 2FA enabled.

2. User 2FA disabled.

For this example 'User 2FA disabled' is the event. Build the workflow by following the steps below,
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+ New Event Workflow

() Define Workflow Type Choose Actions .

Basic Information

Name * Type *
Manage Users who disables 2FA Modify .

Description

Settings

P ictive

[@——s]o

Event *
User 2FA disabled .

Additional Options @

Notification Recipients

Workflow tags

Send approval request -

Pre-approved is selected to avoid needing the Security Officer approval everyime the event is

triggered, only initial approval is required when selected.

Click 'Choose Actions' (5) or 'Send approval request' (6) to move to the next tab where the
actions you choose will be executed when the event is triggered. There are dozens of actions to
choose from depending on how your organization wishes to treat such cases from a security

perspective.

In the Choose Actions click on the (+) button (1) and then click the Add action button (2)
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+ New Event Workflow

(!) Define Workflow Type Choose Actions

o = Add Node(s)

Add action .

Choose from the available actions and add it to the workflow.

Add actions set
Select pre-defined sets of actions and insert them into the workflow at the chosen
location.

Add condition
Add a condition that determines which of two paths to follow: one if the condition is met,
and the other if it is not

Send approval request -

For this example, we are sending a warning email to the user who disabled their 2FA, A follow-up
action could be perhaps to add the user to a group for users who don't have 2FA enabled. Once

you've selected the 'Send email' action (1), double click the action node (2) to configure the email.
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+ New Event Workflow

(' Define Workflow Type

Choose Actions

< © Add Action

Q Enter action name
send

All Recent Email User Actions

. B Show actions supporting suspended users

M Email
Double click the action node

send email ()
N @

.
- User
o L

e

Add user email Send as

Send email

Clear user email Send as
[

Set email signature

2 Actions

Send webhook call

Send approval request -

Adding the user to a group action and more can be selected the same way the 'send email
action was selected above.
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& Send email

Send email @

Template variables

Type *
Send to selected users

From *
Workflow requester

cC

BCC

Topic *
Warning please enable 2FA to comply with company policy

Content

N> B I & | -mwm = [E & BB B G @ <> SHOWHTMLEDITOR 3} FULLSCREEN

You have been added to a security risk group, we will follow up for further assessment.

‘Warning!

This action will not work for suspended users. For these users, its result will show 'Failed’ in the Workflow summary after it is completed.

Changes made to the 'Send email' action are saved automatically, to finish click outside of the

'Send email' pop-up box or click the X in the top right then click the 'Send approval request'

Security officer approval

The security officer will be notified via email to approve the request.
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GAT Flow - Approval request for flow process (Exermal Inbox x e &

notification@gattool.com 11:42 (6 minutes ago) Y

GAT Fow

The user ry: requests event workflow approval.
Workflow name: Manage Users who disables 2FA
Click here to see request and approve or deny.

Link not working? Copy and paste this link into your browser:
https://gs.generalaudittool.com/redirect ?action:

GAT Labs

www.gatlabs.com

QOD

Results

To check on the results, find the workflow in the 'Event workflow' module by filtering by name,

then select the results icon as shown below,
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Here, each event triggered is displayed in rows, selecting the 'page' icon will show more details

about the actions taken.
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More details about the action can be observed when selecting the numbers under the headers.
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Workflow Details @
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e Update the user’s custom attributes with GAT Flow
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Failed
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,‘ Edit and re-request workflow ‘

o Click on the number to see more details

Partially done In progress
0 (]
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e Use workflow template to manage a suspended user’s account in GAT Flow

e Add Users to an OU Depending on Their Department with GAT Flow
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