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Use Workflow Template to Clear User Info
in GAT Flow

On-boarding, Off-boarding & Modifying - https://gatlabs.com/knowledge/tech-tips/use-workflow-template-to-clear-user-

info-in-gat-flow/

Embedded media:

https://www.youtube.com/embed/cZVpsoyjgT8?feature=oembed&color=red&rel=0&controls=1&start=&end=&fs=0&iv loz:

GAT Flow provides every Google Workspace Administrator with a solution to streamline many

processes within the domain. This can be achieved in many different ways. One of them is to use

Workflow templates with already predefined actions.
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GAT Flow offers a template that covers several actions we think are helpful for every Admin while
offboarding the user to clear the user's information. That set of activities is just a template and

can be modified as needed.

Step 1.

To use the workflow template to clear user info, navigate to GAT Flow -> Workflow template -

> Offboarding -> Clear user info when offboarding:

= O row e o= Q-
1ly Dashboara Workflow Templates @
%L Action Sets
B Workilow Templates q
] L 1 Onboarding ~
%  Create Workflow
f:'l WorkFlows +& Onboarding - basic flow >
This template contains possible actions that we propose when onboarding new user.
'! Event Workflows
.,’ Onboarding - teacher flow 5
@ Recurring Workflows This template contains possible actions that we propose when onboarding new teacher.
A FlowHR BEm
£) Backups Offboarding 2 ~
28: Domain -
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When the template is selected, the suggested action set can be previewed before using it. To
preview the whole set of actions, simply click on the template itself. This template is just a

proposal of the actions that can be editable at a later stage for a better fit.

Step 2.

The template contains the set of the predefined set of actions to clear user info when offboarding

outlined below:

e Remove email forwarding
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¢ Remove email delegation

Wipe user calendar

Remove user from all calendars

Clear recovery data

Delete 2-step verification backup codes

Delete app-specific passwords

Revoke apps tokens

Delete user from groups

o Remove user access to files and folders

-2 Clear user info when offboarding

Double click any action nodes to view the
configuration

Use template as Action Set Use template as Workflow

Step 3.

The Admin can use the template to clean user's data in two ways:
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-2 Clear user info when offboarding

Use template as Action Set | | Use template as Workflow

o Use template as Action set - allows to configure and save the set of actions;

An admin can edit the suggested template by making some changes, adding or removing some
actions, and saving them for future use. The saved set of actions, that has been modified
accordingly to organizational needs, can be reused anytime when another user is to be offboarded

and this will streamline the process of setting up the workflow.
The saved workflow can be found under the Saved action sets module in the Flow dashboard.

e Use template as Workflow - leads to the Create workflow module and allows the creation

of a one-time workflow;

A workflow creator needs to select the user that is being offboarded and that will be affected by
the workflow created; review and configure the suggested set of actions (actions can be modified

by adding or removing them if needed).

You will need to add a final action to the workflow to either Archive, Delete or Suspend the user.
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Create Workflow @

L'J Define Workflow Type

Ou_

Delete user from groups
B

%« L]®

Remove user access to
files and folders
[ ]

When all is set up, Send approval request.

i‘ Search for a User

< |o Add Action I.

Q, Enter action name

Al Recent

Classrooms Devices

Email Drive

@'

m Choose Actions

Calendar User Group

Google Vault Actions Chats .

E& Offboarding

[ Archive user

[ Delete user

{ Suspend user

e

M Email
Apply Gmail label
Clear user email filters
Create email filter
Migrate emails
Move email delegation

Remove Gmail labels

Send approval request
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Create Workflow @

@ Define Workilow Type

ﬁ Search for a User

Double click any action node to
edit/view the configuration

m Choose Actions
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Send approval request

If 'Delete User' is selected, the confirmation message appears for information and assurance

purposes.
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Confirm

Do you want to send request to approve? This
action cannot be undone. Selected accounts will
be deleted if workflow ends with success. All
emails and files once removed can be restored
within 20 days using the G Suite Admin Console
otherwise they will be gone forever.

caneel

When selected Yes, the request goes to the Security Officer for verification.

Step 4.

Security Officer receives a notification via email to review the request and take the action

accordingly:
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GAT Flow - Approval request for flow process |Exemal inbox x e 4

notification@gattool.com 1AM (O minutes age) ¥y €

GAT ~ow

The user com requests workflow process approval.

Workflow name: Clear user info when offboarding

Click here to see request and approve or deny.

Link not working? Copy and paste this link into your browser:
https://uk.generalaudittool.com/redirect?action=flow-approval&id=63f3538d3b5c694d984 9effa

GAT Labs

www.gatlabs.com

COo0x00

Once the Security Officer approves it, the workflow will run.

Results
As a result of the workflow, the user's data will be cleared up and the user will finally be deleted.

An Admin can check the status of the workflow under the Workflow module:
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